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| Abstract

In serverless, the network is taken for granted. But what if the
network is the product? Is there a routerless? Does it still have a CLI?
Interconnecting networks on AWS - most of us think of VPCs here -
felt limited to something like pulling a cable from A to B. Deeper
control - for those who miss their big fat routers - required own
deployments in EC2 instances.

With AWS Transit Gateway, more complex networking architectures
can finally be implemented in a serverless - sorry, routerless -
fashion.

At EMnify, we run a connectivity platform for the Internet of Things
based on cellular connectivity. Our customers' loT devices often do
not require access to the Internet, but are restricted to customer-
owned networks reachable through VPN for security purposes.
Using AWS Transit Gateway (TGW), we are now able to wire
customer VPCs securely with their loT devices. By sharing the TGW
with their AWS accounts, customer VPCs can be attached, while
being isolated from other customers through in routing domains.

EMnify

The provisioning process is triggered by the customer through an
API call and starts the execution of an AWS Step Functions
workflow. The state machine ensures correct order of calls towards
AWS APIs for creating resource shares, waiting up to 7 days for
acceptance, and finally setting up routing in the TGW.

With such state machines, not only the happy path is handled
serverless - and also humanless, but also error cases are caught to
ensure failed provisionings do not leave stale resources behind.

Overall, serverless networking and serverless orchestration allowed
us at EMnify to build our new Cloud-Native Connectivity features not
only within short time, but with nearly no long-term maintenance
efforts.
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We V¥ serverless

EVERYBODY
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| About Myself

aAWsS @
certified

Solutions
Architect

Associate

aws @ aws @
certified certified

Solutions DevOps
Architect Engineer

Professional Professional

aWws @
certified certified

Advanced
Networking Database

Specialty Specialty

@StGebert

Joined EMnify in 2017

Started with AWS in 2017

PhD on software based
networking from
University of Wurzburg,
Germany
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| VPC Peering?

VPC VPC

Peering connection

mage Peggy und Marco Lachmann-Anke from Pixabay
https://pixabay.com/users/peggy_marco-1553824

EMnify
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| Serverless’y Network Functions
Gﬁb

.: AWS Direct Connect
— AN
Amazon VPC AWS PrivateLink El
>

¢

- AWS Site-to-Site VPN
NAT gateway @

S

Elastic Load Balancing

&

AWS Global
Traffic mirroring Accelerator

AWS Client VPN

Flexibility & Control

EMnify
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Essentially a router

« Attachments ("the cables”)

Segmented Network

Per VPC 10.1.0.0/16 10.2.0.0/16 10.3.0.0/16 10.4.0.0/16

W—\f G s e * Routing table — per attachment
l ® I
£

Separate routing domains possible
* Flat, Isolated, ..

 More than a just routing

 Implemented by AWS HyperPlane




| Attachment D

Types ......
VPCs VPN
(via ENI) (Site-to-Site IPsec)
Direct Connect | Other TGWs

(in other regions)

@StGebert 14




| Serverless Feelings

API Horizontally Somebody else
Scalable fixes it



Is this called “routerless”?

NOBODY

EMnify @StGebert



Another fleet of EC2 instances
to terminate

STEFFEN

EMnify

@StGebert
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Connecting the
Internet of Things



| Cellular Connectivity Anywhere in the World

180 countries
540 networks

4

TRy Vo,
b A
W ) 2G, 3G, 4G,

LTE-M, NB-loT

Pay-as-you go pricing

. . = © ' [
M T Duew & oww S0, 8 s with data pooling
1 Telekom . \}J
& vimpelCom  Claro® A" = weo @G Telia  WiND @
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| Supporting Global loT Deployments

Traditional Operators

2
=
®
&)

4l
@
&

Home-routing of roaming SIM data EMnify’s mobile core network is
prevents distributed architecture deployed in multiple AWS regions
— keeping data local
@StGebert 20



| Connectivity _—
Management S
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A Connecte d Devices

[l  ord

O Integra

ECIEORIED NAME ¥ STATUS sim MONTHLY USAGE

[ Reports

(] SIMInventory GPS tracker 1 @ crbled @ 60 MB B DETAILS

GPS tracker 2 @® crabled @ o oA DETAILS
Complete Cost & Network Control
GPS tracker 3 @ cnabled @ o B DETAILS
* SIM contract lifecycle to activate & . )
suspend SIM at any time
Scooter 1 @® cobled Gl 44 MB B DETAILS

1-5 from 9 Rows perpage 5 ~

Real-time Insights

* Visibility and management of networks, D e
devices and connectivity

 Remote Device Access

* Business Reports

EMnify



| Built for -
Integration

« > C a emnify. i htm! % 0©° 0 :

EMinity System Bocumentation I

EMnify Rest AP|®®“

Japis/api.yami

The following is a reference for all API resources in the EMnify System.

Servers

API-First Approach

RESTful APls for device

management, SMS Foot Entry v
& USSD webhooks [~ P 5
Authentication

DataStreamer to cloud and T IO

icate Retrieve tication Token

3" party services: AWS [ p——
Q u iCkSSg ht, Powe rB | . \m /api/vl/user/mfa/{id} Activate MFAkey

l /api/vl/user/{id}/mfa/{key_id} Delete an MFA key

BigQuery, Salesforce,

l /api/vl/user/mfa/status List MFA key Statuses

Keen.io, Datadog, “

Devicepilot, Automate.io

JR— N | - €79.88
. - N D DN N D
...... N R R
- © R
o R
I i :. - Top 5N by DtaVoomo
> & kS e & k) K & P P
e & & & & & & &
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. Secure Private Network for Cellular loT

-- Private Network -----

WO Yo N sMsecurity — v ——
' ! e e i = Cellular . __. e
RN Provider ustomer
‘--".:.’/\t’? (%) TRADI:IONAL PSec Cloud or Server
Infrastructure
- Infrastructure Private
APN
Why required in loT B2B? Drawbacks

e Setup and recurring costs

 Remote access for support teams
(private APN, static IP, IPsec, RADIUS)

» Additional security layer
 Complex IP config to setup redundant

* Circumvent carrier grade NAT -
tunnels over public internet

* Time to deliver: 2-6 weeks

@StGebert 23



N EMnify

....... Implementing EMnify’s
Cloud Native Connectivity (CNC)



| Simplifying Private Networks with EMnify & AWS

--- awg Cloud ------mm e e oo e ,

S

! EMnify VPC

Cellular
Infrastructure
AWS Native Implementation Benefits
° EMn|fy secures data up to AWS ° NO need for private APN, |PS€C
* Private network connection using * Highly available by design
AWS-native features o

Available immediately

EMnify

@StGebert 25



| Roaming-based Internet Access

Internet

Telco world
GRX/IPX

EMnify @StGebert 26



| Solution Space for Private Connectivity

Private VPC Transit

Link Peering Gateway

No fun area Limits use cases Limits scale

(one-way connectivity,
TCP only)

EMnify @StGebert 27



| CNC Transit Gateway Setup

Transit

Gateway

EMnify @StGebert 28



| TGW Creation

Transit Gateways > Create Transit Gateway

Create Transit Gateway

A Transit Gateway (TGW) is a network transit hub that interconnects attachments (VPCs and VPNs) within the same account or across accounts.

Name tag = EMnify CNC (i)

Description = Cloud Native Connectivity for IoT Devices

Configure the Transit Gateway

Amazon side ASN = 64512

° Reglonal resource DNS support B enable

VPN ECMP support enable

° Automatica I Iy ava i I a ble in Default route table association [1 enable
Default route table propagation [ enable
all AZs

e @ ¢ e @

Multicast support [ enable

Configure sharing options for cross account

EMnify ‘ @StGebert 29



| CNC Transit Gateway Setup

Transit
Gateway

EMnify
Core VPC

@StGebert 30




| Attachment

@ New VPC Experience
Tell us what you think

¥ SECURITY
Network ACLs

EMnify Core V

Security Groups New

v VIRTUAL PRIVATE
NETWORK (VPN)

Customer Gateways
Virtual Private Gateways

Site-to-Site VPN
Connections

Client VPN Endpoints

¥ TRANSIT GATEWAYS

 Associate with subnets in
all used AZs!

Transit Gateways

Transit Gateway
Attachments

Transit Gateway Route
Tables

Transit Gateway Multicast

Network Manager

« Add route to routing table

¥ TRAFFIC MIRRORING

Mirror Sessions New

Mirror Targets new

EMnify

Create Transit Gateway Attachment Actions v

Q Transit Gateway ID : tgw-Ocb83ab4d54eb3717 Resource type : VPC Add filter
Name ~ Transit Gateway attachmentID ~ Transit Gateway ID ~ R type ~ R ID
- tgw-attach-0573af14036b5¢c53b tgw-0cb83ab4d54eb3717 VPC vpc-14b
tgw-attach-00f6d1e1b0aOcb5e8 tgw-0cb83ab4d54eb3717 VPC vpc-019
tgw-attach-06a7a3a5cc7f72bb8 tgw-0cb83ab4d54eb3717 VPC vpc-09e
tgw-attach-09355263f47d50221 tgw-0cb83ab4d54eb3717 VPC vpc-034

Transit Gateway Attachment: tgw-attach-0573af14036b5c53b _N =R =]

Details Tags

Transit Gateway attachment ID  tgw-attach-
0573af14036b5c53b

Transit Gateway ID  tgw-Ocb83ab4d54eb3717
Resource type o0 State  available
Res vpc-14ba5771 Associated route table  tgw-rtb-Oedc35ebfa3b55f61
associated DNS support  enable

subnet-424d7704 IPv6 support  disable
subnet-543adf23
ubnet-e7e41d82

Transit Gateway owner ID 8840

Resource owner account ID 8840

@StGebert 31



| CNC Transit Gateway Setup

Customer A
VPC

Transit

Gateway

EMnify
Core VPC

@StGebert 32




| Resource Share

A
@)

O
C=

AWS Resource
Access Manager

 Resource Share needed to
be later shared with
specific customer accounts.

EMnify

@ New VPC Experience Create Transit Gateway Actions v G # o

Tell us what you think

Q| Transit Gateway ID : tgw-0cb83ab4d54eb3717 Add filter K < 1to1of1 > )|

¥ SECURITY

Network ACLs @ Name ~ Transit Gateway ID 4« OwnerlID ~ State ~

Security Groups New ¢ @  emnify Cloud Native Connectivity tgw-0cb83ab4d54eb3717 8840 available
v VIRTUAL PRIVATE

NETWORK (VPN)

Customer Gateways

Virtual Private Gateways

Site-to-Site VPN Transit Gateway: tgw-0cb83ab4d54eb3717 _N =g =]

Connections

Client VPN Endpoints Details =~ Tags = Sharing
V¥ TRANSIT GATEWAYS Sharing thia T eway with another AWS account will provide access 10 ated Transit Gateway features. You can remove access

y time by simply selecting the appropriate Resource Share and click 'Stop sharing' below.

Share Transit Gateway Actions v

Transit Gateways 2 more information on sharing.

Transit Gateway
Attachments

SR tokiof IR

Transit Gateway Ro
Tables

Resource Share Arn ~ Status n

Transit Gateway Mul

Network Manager arn:aws:ram:eu-west-1:884047677700:resource-share/8eb593f6-f23c-06cc-41f8-2ce82c31626¢

¥ TRAFFIC MIRRORING
Mirror Sessions New

Mirror Targets new

Mivvar Ciliavn o

@StGebert 33



| Attachment —

o New VPC Experience Create Transit Gateway Attachment Actions v

Tell us what you think

Q Transit Gateway ID : tgw-0cb83ab4d54eb3717 Resource type : VPC Add filter
I Network ACLs Transit Gateway ID ~ Resourcetype - Resource ID ~ | State ~ Associated route table ID v Association state -

4
Security Groups New tgw-0Ocb83ab4d54eb3717 VPC vpe-1. available tgw-rtb-Oedc35ebfa3b55f61 associated
VIRTUAL PRIVATE tgw-0cb83ab4d54eb3717 VPC vpc-0 available tgw-rtb-05d5a86e16d74738f associated
NETWORK (VPN) tgw-Ocb83ab4d54eb3717 VPC vpc-0 available tgw-rtb-05d5a86e16d74738f associated
Customer Gateways tgw-0cb83ab4d54eb3717 VPC vpc-0 available tgw-rtb-05d5a86e16d74738f associated
Virtual Private Gateways
Y Transit Gateway Attachment: tgw-attach-0a18024e8db2f5e6a _N— Q=]
Site-to-Site VPN
Connections Details Tags
Client VPN Endpoints
. . ¥ TRANSIT GATEWAYS Transit Gateway attachment ID  tgw-attach- Transit Gateway owner ID 8840
* Triggered by customer side
g g y Transit Gateways Transit Gateway ID  tgw-Ocb83ab4d54eb3717 Resource owner account ID 928088150196 (shared)
Transit Gateway Resource type  VPC available
Attachments Resource ID  vpc-Odba7d2ed75d00f40 Associated route table  tgw-rtb-05d5a86e16d74738f
Transit Gateway Route Association state  associated DNS support  enable
Tables Subnet IDs  subnet-0fe60b94e6a79405d IPv6 support  disable

subnet-040c43a0b4c4a5fd0

Transit Gateway Multicast subnet-069013afb8a2boacs

Network Manager
¥ TRAFFIC MIRRORING
Mirror Sessions new

Mirror Targets New

Mirvar Eiltare si...

EMnify ‘ @StGebert 34



| CNC Transit Gateway Setup

Customer A Customer B Customer C
VPC VPC VPC

Transit

Gateway

Route Table EMnify Core

EMnify
Core VPC

@StGebert 35




! Route Tables

@ New VPC Experience PR - I 2]
Tell us what you think
TTmem T T Q Filter by tags and attributes or search by keyword
Endpoints
. ) Name ~ Transit Gateway route table ID ~ Transit Gateway ID ~ State ~ Default association route table
Endpoint Services P
NAT Gateways New @ Route Traffic to Customers tgw-rtb-Oedc35ebfa3b55f6 1 tgw-0cb83ab4d54eb3717 available No ’
Peering Connections Transit Gateway Route Table: tgw-rtb-Oedc35ebfa3b55f61 N =N =]
¥ SECURITY —
Details Associations Propagations Prefix list refere ces Routes Tags
Network ACLs = <
Security Groups New The table below will return a maximum of 1000 routes. Narrow tf. \filter or use export route  to view more routes.
v VIRTUAL PRIVATE Create static route
NETWORK (VPN)
Customer Gateways Q Filter by attributes or search by keyword
Virtual Private Gateways
- CIDR Attachment Resource type
* Static routes to customer
Connections 10.0.224.0/22 tgw-attach-06a7a3a5cc7f72bb8 | vpc-09e8bcc795ef7c740 VPC
Client VPN Endpoints
V I C S ¥ TRANSIT GATEWAYS
Transit Gateways
Transit Gateway
Attachments
Transit Gateway Route 10.11.0.0/22 tgw-attach-09355263f47d50221 | vpc-034ad3ee527ceafaf VPC
Tables 10.12.0.0/22 tgw-attach-09355263f47d50221 | vpc-034ad3ee527ceafaf
Transit Gateway Multicast
Network Manager
¥ TRAFFIC MIRRORING

EMnify ‘ @StGebert



| Route Tables

» Associated with our VPC only
(egress traffic from our PoV)

EMnify

@ New VPC Experience
Tell us what you think

Endpoints

Endpoint Services

NAT Gateways New

Peering Connections
¥ SECURITY

Network ACLs

Security Groups New

» VIRTUAL PRIVATE
NETWORK (VPN)

Customer Gateways
Virtual Private Gateways

Site-to-Site VPN
Connections

Client VPN Endpoints
¥ TRANSIT GATEWAYS
Transit Gateways

Transit Gateway
Attachments

Transit Gateway Route
Tables

Transit Gateway Multicast
Network Manager

¥ TRAFFIC MIRRORING

Create Transit Gateway Route Table Actions v

Q Filter by tags and attributes or search by keyword

@ Route Traffic to Customers

~ Transit Gateway route table ID

tgw-rtb-Oedc35ebfa3b55f6 1

Transit Gateway ID

tgw-0cb83ab4d54eb3717

State

available

o % 0
K < 1tod4ofs > )l
Default association route table

No

Transit Gateway Ro

Associations
Create association

Q Filter by attributes or search by keyword

Attachment ID

tgw-attach-0573af14036b5c53b

e: tgw-rtb-Oedc35ebfa3b5561

Propagat

VPC

Prefix list references

Routes

Tags

Resource ID

vpc-14bab771

State

€ < 1to1of1 o I

associated

@StGebert
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| CNC Transit Gateway Setup

Customer A Customer B Customer C
VPC VPC VPC

_ Route Table Customers
Transit

Gateway

Route Table EMnify Core

EMnify
Core VPC

@StGebert 38




| Route Tables

EMnify

@ New VPC Experience

Tell us what you think

¥ SECURITY

Network ACLs

Security Groups New

v VIRTUAL PRIVATE

NETWORK (VPN)

Customer Gateways
Virtual Private Gateways

Site-to-Site VPN
Connections

Client VPN Endpoints

¥ TRANSIT GATEWAYS

Transit Gateways

Transit Gateway
Attachments

Transit Gateway Route
Tables

Transit Gateway Multicast

Network Manager

¥ TRAFFIC MIRRORING

Mirror Sessions New

Mirror Targets new

Create Transit Gateway Attachment Actions v

Q Transit Gateway ID : tgw-Ocb83ab4d54eb3717

Transit Gateway ID ~ Resource type - Resource ID ~
tgw-0cb83ab4d54eb3717 VPC vpc-14ba5771
tgw-0cb83ab4d54eb3717 VPC vpc-019633536bcd55b44
tgw-0cb83ab4d54eb3717 VPC vpc-09e8bcc795ef7¢740
tgw-0cb83ab4d54eb3717 VPC vpc-034ad3ee527ceafaf

Transit Gateway Attachment: tgw-attach-0a18024e8db2f5e6a

Details Tags

Transit Gateway attachment ID

Transit Gateway ID
Resource type
Resource ID
Association state
Subnet IDs

tgw-attach-
0a18024e8db2f5e6a
tgw-0cb83ab4d54eb3717
VPC
vpc-0dba7d2ed75d00f40
associated
subnet-0fe60b94e6a79405d
subnet-040c43a0b4c4a5fd0
subnet-069013afb8a2b0ac5

Resource type : VPC

avilable

availa

Add filter

Transit Gateway owner ID

Resource owner account ID

State

Associated route table
DNS support

IPv6 support

tgw-rtb-05d5a86e16d74'
tgw-rtb-05d5a86e16d74738f
tgw-rtb-05d5a86e16d74738f

& 0

K < 1to50f5 > )l

State ~ Associated route table ID ~ Association state

8840

928088150196 (shared)
available

tgw-rtb-05d5a86e16d74738f

enable

disable

@StGebert
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| CNC Transit Gateway Setup

Customer A Customer B Customer C

VPC I VPC I VPC

Route Table Customers

North-
South

Traffic
only

Transit

Gateway

Route Table EMnify Core

EMnify
Core VPC

@StGebert 40




| Data Plane

IoT device

EMnify

G EMnify Account

Amazdgn VPC

172.16.0.0
172.16.1.0

Route table

<

AO
oo

-~

AWS Transit
Gateway
172.16.2.0 172.16.2.0
Route table Route table

Traffic Flow

e

AWS Resource
Access Manager

-

Customer Account

Amazan VPC

172.16.0.0
172.16.1.0

_172.16.2.0
Route table

Customer Account

GUBE Customer Account
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| Cross-Region TGW Peering

Independence of our core network deployment regions

@StGebert 43
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! IPsec VPN
(V)

* Replacing custom |IPsec
setups with managed
AWS Site-to-Site VPN

 Advantages
API
Highly available (BGP)

Somebody else fixes it







o000 W@ Your VPCs | VPC Management X +
« > C @ eu-west-1.console.aws.amazon.com/vpc/home?region=eu-west-1#vpcs:

aw§ Services ¥

® ® ® [ Emnify - Steffen Gebert - Test X +

&« o> C & cdn.emnify.net/#/endpoints W @ Incognito (2)

EIZ) i v / svcorunes A Tomioies 8 osaraaes i sus - S g 1 s ) O DG

Filter Name v || Enter name x
State

| © Available

ID 1: Name ICCID MSISDN IP IMEI Service Tariff Profile
Profile 5d00f40 © Available
8429305 / Steffen's Test Phone 8988303000000099589 423663999953772 100.67.212.3 3596780953439431 CNC Internal Test Tariff
9926741 v Test EMNLI-only 8988303000000269928 423663910039941 100.67.212.2 3596780953439416 Default SP  Internal Test Tariff
9949752 v Test B-only 8988303000000614461 423663910233471 100.67.212.4 3557480920471701 Default SP  Generic Tariff Profile 1 5 * : 2 3
.
9950563 v/ Test EMNLI-only 2 8988303000000614449 423663910233459 100.67.212.5 3557480920471701 Default SP  Generic Tariff Profile
e Fri, Nov 13

10410312 v/ PJTest 8988303000000495179 423663910152739 100.67.212.1 8625360453326600 Default SP Internal Test Tariff
10420185 ' LTE-Stick FritzBox 8988303000004858763 423663920199232 100.67.212.6 8601120210368100 Default SP  Generic Tariff Profile 0
10420530 v/ bg Aquaris X 8988303000004858764 423663920199233 100.67.212.7 8638930403739607 Default SP Internal Test Tariff
10420572 v iPhone 8988303000004858765 423663920199234 100.67.212.8 3548260961935638 Default SP  Generic Tariff Profile
10424551 v LTE-Stick, well not 8988303000004858766 423663920199235 100.67.212.9 3586250832547836 Default SP  Generic Tariff Profile

© 2008 - 2020, Amazon Web Ser

98% - Charging rapidly (4 min until full)







Enabling Self-Service

TransitGateway Active
Customer portal / REST API
Name
Description
Create Attachment X
Created At
I\:\l Select Type — o Enter Details Review Setup Started 2020-02-03T08:13:282
Region
* Name
eu-west-1
Vv Attachment Infos
* Region * AWS Account ID
Customer backend CIDR (®
us-east-1
10. /22
* Customer backend CIDRs 10. 0/22
O Delete
Description|
Previous

@StGebert 48



| Orchestration Layer g

Share TGW via RAM
EE? Wait for VPC
@ ¥ attachment request
c
& &» CNC AP reate—s.
o & Accept Attachment
— EMnify
(@) customer Amazon API
s Gateway ]
g Wait for Attachment
®)
@* + Update Routing
Amazon Aurora
EMnify Account Customer Account
\
(] A
= o0 —>
(18] (o=
E_ loT device
Amazdn VPC AWS Transit AWS Resource Amazdn VPC
_.CE Gateway Access
I v v Manager
(a) 172.16.0.0 172.16.0.0 172.16.0.0 172.16.0.0
[z1619] e [T7216.1.0) 23619 723619
[7236.2.0] [[7236.20] [7236.20] [7236.20]
Route table Route table Route table Route table

@StGebert 49



I ConCIUSion e More and more serverless network
functions in AWS

* New use cases possible “the
serverless way” through TGW
 Data path taken care of by AWS
» Control plane accessible via APls

* EMnify’s Connectivity Platform for the
loT

e Cloud Native Connectivity

implementation using TGW

Fully serverless data plane and
control plane

Shorter delivery time, better stability

EMnify @StGebert 50




Need a
Lockdown
Project?

Go to emnify.com/devs

aWS partner

network

EMnify

- Advanced
Develop future-proof™ Technology
loT solutions with Partner

seamless integration

loT Competency

We partner with your business to deliver smart loT and M2M
connectivity solutions. Build efficient and innovative
applications with our REST-ful API, programmable SIMs and
support from our technical experts.

‘ Transparent pricing ‘ Efficient monitoring ‘ Fast and secur



