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. This i1s Our Architecture

VPC left VPC right
10.1.0.0/16 10.2.0.0/16

EC2 instance ) : ) : : _
client Transit Gateway AWS Transit Transit Gateway VPC Endpoint Amazon API

Attachment Gateway Attachment Gateway




! Problem

EMnify

3% Services o}

@ EC2 '@ Cloudwatch

@ New VPC Experience %

Tell us what you think

VPC dashboard
EC2 Global View [4 new
Filter by VPC:

Select a VPC v

¥ Virtual private cloud
Your VPCs
Subnets
Route tables
Internet gateways

Egress-only internet
gateways

DHCP Option Sets
Elastic IPs

Managed prefix lists
Endpoints

Endpoint services
NAT gateways

Peering connections
Feedback

Ireland ¥ admin/steffen.gebert@emnify.com ¥
& loT Core % Ground Station &) AWS Private 56 & Support
; ®
Your VPCs (1/3) fo C Actions ¥
Q 1 ©
= Name v VPCID v State IPv4 CIDR v
left [4 vpc-0416ed0d3514d6fae © Available 10.1.0.0/16
right vpc-0fOeffa85597afdae © Available 10.2.0.0/16
= vpc-9e06abe7 © Available 172.31.0.0/16
= = =

vpc-0416ed0d3514d6fae / left

Details CIDRs Flow logs Tags

Details

VPCID State DNS hostnames
vpc-0416ed0d3514d6fae © Available Enabled

Tenancy DHCP option set Main route table

Default dopt-c7120da1 rtb-0da33094cbf4a0912

Default VPC

IPv4 CIDR
1e new Unified Settings [5

IPv6 pool

DNS resolution
Enabled

Main network ACL
acl-0dcb0dc504e39¢401

IPv6 CIDR

® 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences




Services Q | E] Q @ N. Virginia ¥ admin/steffen.gebert@emnify.com v

I I ro b I e m ¢ @ EC2 @ cCloudwatch & IoT Core #% Ground Station [& AWS Private 56 & Support
@ New EC2 Experience X Instances (1/17) ifo | C l | Connect Instance state ¥ Actions V¥ | mn
1 &

Tell us what you think

EC2 Dashboard

| Instance state = running I X ‘ I Clear filters |

EC2 Global View

Events Name v Instance ID Instance state v Launch time v
Tags l client i-Naf7A£I0-00hEARNA ®Running @Q 2022/10/17 10:22 GMT+2

Launch instances

Limits
Launch instance from template
¥ Instances Migrate a server
. Connect =
R Instance: i-Oef7 ® X
Instance Types Stop in!
Launch Templates Details Seci RN ¥ ige Status checks Monitoring Tags

Reboot instance

Spot Requests
¥ Instance sumr

Savings Plans

Instance ID Terminate instance llic IPv4 address Private IPv4 addresses
Reserved Instances new i-0ef7df29a9( 10.1.0.105
: ; Instance settings >
Dedicated Hosts
IPv6 address Networking » ance state Public IPv4 DNS
Scheduled Instances = unning -
Security >

Capacity Reservations |
Hostname type Image and templates » ‘ate IP DNS name (IPv4 only)

IP name: ip-10-1-( ip-10-1-0-105.ec2.internal
v Images Monitor and troubleshoot >
AMIs new Answer private resource DNS name Instance type Elastic IP addresses
= t4g.micro -

A

Feedback L r language selection? Find it in the new Unified Settings [ ® 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

EMnify



I P b I 2 Services Q ( ) [Z] Q @ N. Virginia ¥ admin/steffen.gebert@emnify.com ¥
I o e m ¢ @ EC2 @ cCloudwatch & loT Core #®! Ground Station [@J AWS Private 56 & Support

EC2 Instances i-0ef7df29a90b6d60e Connect to instance

Connect to instance info
Connect to your instance i-0ef7df29a90b6d60e (client) using any of these options

EC2 Instance Connect Session Manager SSH client EC2 serial console

Session Manager usage:

« Connect to your instance without SSH keys or a bastion host.
* Sessions are secured using an AWS Key Management Service key.
* You can log session commands and details in an Amazon S3 bucket or CloudWatch Logs log group.

+ Configure sessions on the Session Manager Preferences page.

Eanee m

Feedback ooking for language selection? Find it in the new Unified Settings [/} © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

EMnify



P ro b I e m Session ID: Instance ID: i-
$ curl --connect-timeout 5 pcbicvz9x6-vpce-05e857£78d9d1b62f.execute-api.us-east-1.amazonaws
.com

(28) Connection timed out after 5000 milliseconds



EEE Services Q ( | E] Q @ N. Virginia ¥ admin/steffen.gebert@emnify.com ¥

I I I o b I e m ¢ @ EC2 @ cCloudwatch & 1oT Core # Ground Station [@J AWS Private 56 & Support

@ New EC2 Experience X Instances (1/1) nfo | C l |

Tell us what you think

Connect Instance state V¥ Actions V¥ |mn
1 &

Q
EC2 Dashboard
| Instance state = running I X ‘ [ Clear filters l
EC2 Global View
Events Name v Instance ID Instance state v Launch time v
Tags ‘ client i-0ef7df29a90b6d60e @Running @Q 2022/10/17 10:22 GMT+2
Limits
¥ Instances .
- Instance: i-0ef7df29a90b6d60e (client) & X
Instance Types
Launch Templates Details Security Networking Storage Status checks Monitoring Tags

Spot Requests
Savings Plans (@ You can now check network connectivity with Reachability Analyzer. Run Reachability Analyzer l X ‘

Reserved Instances New ¥ Networking details Info

Dedicated Hosts Public IPv4 address Private IPv4 addresses VPC ID
Scheduled Instances - 10.1.0.105 vpc-047f9166a49868d20 (left) [4
Capacity Reservations Public IPv4 DNS Private IP DNS name (IPv4 only)

- ip-10-1-0-105.ec2.internal
¥ Images

Subnet ID IPV6 addresses Secondary private IPv4 addresses
subnet-05e7ad652202c76c5 (left- - =

AMIs new

A

Feedback L g for la € Find it in the new Unified Settings [F} ® 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

EMnify



" VP( aws 238 Services Q, Search for services, featur [Option+S] (E3) AN (@) Ireland ¥ admin/Wolfgang.schaefer@emnify.com ¥

. @ Elastic Container Service @ EC2 @ Cloudwatch @ VPC @& S3
Reachability
A I Paths (1) info C | [ Actions v | Create apd analyze path
nalyzer | o

Q 1 &

VPC Reachability Analyzer

Name v Path ID v Reachability status v Source S

Trouble client to API ... nip-027652fbbed80a685 - i-Oe7eaab5ad3fc2eb6

Feedback Looking for language selection? Find it in the new Unified Settings [} Privacy Terms Cookie preferences

© 2022, Amazon Web Services, Inc. or its affiliates.




I VP( Q Search for services, featur [Option+S] @ Q @ Ireland ¥ admin/Wolfgang.schaefer@emnify.com ¥
@ Elastic Container Service @) EC2 '@ Cloudwatch @l vpCc &) s3
R habilit
y Source type Source
An a Iyze rl Instances v i-Oe7eaab5ad3fc2eb6 v

Source IP address - optional

Destination type Destination

VPC Endpoints v vpce-032a75ff4fbb16bb9 v

Destination port - optional

80
Number must be between 0 and 65535 k
Protocol
Use the appropriate protocol

TCP %

Feedback Looking for language selection? Find it in the new Unified Settings [} Privacy Terms Cookie preferences

© 2022, Amazon Web Services, Inc. or its affiliates.




I VP‘ : Services Q Search for services, featur [Option+S] @ Q @ Ireland ¥ admin/Wolfgang.schaefer@emnify.com ¥

@ Elastic Container Service @ EC2 & Cloudwatch @ VPC & S3

mEgm
I {e a C h a b I I Ity Number must be between 0 and 65535

Protocol

A n a Iy z e r Use the appropriate protocol

TCP v

Add tags - optional
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter your
resources or track your AWS costs.

Key Value - optional
Add new tag

Feedback Looking for language selection? Find it in the new Unified Settings [} Privacy Terms Cookie preferences

© 2022, Amazon Web Services, Inc. or its affiliates.



' VPC
Reachability
Analyzer

aws

—T

& 4 @

Q Search for services, featur [Option+S]

eee A
ess Services

@ Elastic Container Service @) EC2 & Cloudwatch @ VPC & S3

Analyses Tags

Ireland ¥ admin/Wolfgang.schaefer@emnify.com ¥

Analyses (1/1) info [ & Delete analysis ]
Q 1 &
Analysis ID v Analysis run date v Reachability status v Intermediate compo.

(o] nia-039¢750128652aa8c¢ October 14, 2022, 16:4... ® -
Analysis explorer info k

Source Destination Reachability status Analysis run date

i-Oe7eaab5ad3fc2eb6 vpce- ® October 14, 2022, 16:44

032a75ff4fbb16bb9 (UTC+02:00)

Feedback

Looking for language selection? Find it in the new Unified Settings [}

© 2022, Amazon Web Services, Inc. or its affiliates.

Privacy Terms Cookie preferences



' VPC
Reachability
Analyzer

aws

p—

& 4 @

Q, Search for services, featur [Option+S] Ireland ¥

eee A
ess Services

@ Elastic Container Service @ EC2 & Cloudwatch @ VPC & S3

admin/Wolfgang.schaefer@emnify.com ¥

Analyses (1/1) info
Q

Analysis ID v Analysis run date v Reachability status

(o) nia-039¢750128652aa8c¢ October 14, 2022, 16:4... ® Not reachable

®
LE__] Delete analysis ]
1 &
v Intermediate compo.

Analysis explorer info

Source Destination Reachability status
i-Oe7eaab5ad3fc2eb6 vpce- &) Not reachable
032a75ff4fbb16bb9

Intermediate component
filter

Feedback

Looking for language selection? Find it in the new Unified Settings [}

© 2022, Amazon Web Services, Inc. or its affiliates.

Analysis run date

October 14, 2022, 16:44
(UTC+02:00)

Privacy Terms Cookie preferences



I VP( 222 Services Q, Search for services, featur [Option+S] e) AN (@) Ireland ¥ admin/Wolfgang.schaefer@emnify.com v

Reachability
Analyzer

®

’ (® Destination is not reachable. For more information, see the explanations below. Give us feedback ] \

Explanations

 Transit Gateway Route Table tgw-rtb-04f1e029db916688e does not have a route to tgw-attach-Ofbee5e438ee844ae.
» Details

» None of the ingress rules in the following security groups apply: sg-020df18175b1ccee. See sg-020df18175b1ccee.
» Details

Path details

Learn more h

Source {:ﬁ i-Oe7eaab5ad3fc2eb6 (client)

Feedback Looking for language selection? Find it in the new Unified Settings [} Privacy Terms Cookie preferences

© 2022, Amazon Web Services, Inc. or its affiliates.




' VPC
Reachability
Analyzer

Q. Search for services

Elastic Container Service [ EC2

i

@& CloudwWatch & VPC & S3

Transit Gateway
tgw-0865bd6769f5bfe57 (trouble-tgw)

® tgw-rtb-04f1e029db916688e (trouble-tgw)
TGW_RTB_NO_ROUTE_TO_TGW_ATTACHMENT:

Transit Gateway Route Table tgw-rtb-04f1e029db3916688e does not have a route to tgw-attach-
Ofbee5e438ee844ae.

tgw-attach-Ofbee5e438ee844ae (trouble-tgw)

Transit Gateway
tgw-0865bd6769f5bfe57 (trouble-tgw)

eni-0e67b5d56ddee53a7

Attached To VPC
tgw-attach-Ofbee5e438ee844ae (trouble-tgw)  vpc-0fOeffaB5597afdae (right)

Subnet
subnet-0fa01989a1a4bc664 (right-private-eu-west-1a)

eni-01d16f30b5ca22188

Feedback Looking for language selection? Find it in the new Unified Settings [} Privacy Terms

© 2022, Amazon Web Services, Inc. or its affiliates.

featur [Option+S] Ireland ¥ admin/Wolfgang.schaefer@emnify.com ¥

Cookie preferences



' VPC
Reachability
Analyzer

@ Elastic Container Service

Feedback

e M
® Services

Destination

Looking for language selection? Find it in the new Unified Settings [} Privacy Terms

Q Search for services, featur [Option+S]

©l EC2

=

)

@& CloudwWatch & VPC & S3

Transit Gateway
tgw-0865bd6769f5bfe57 (trouble-tgw)

eni-0e67b5d56ddee53a7

Attached To VPC
tgw-attach-Ofbee5e438ee844ae (trouble-tgw)  vpc-0fOeffaB85597afdae (right)

Subnet
subnet-0fa01989a1a4bc664 (right-private-eu-west-1a)

eni-01d16f30b5ca22188

Attached To VPC
vpce-032a75ff4fbb16bb9 (com.amazonaws.eu-west-1.execute-api)  vpc-0fOeffa85597afdae (right)

Subnet k

subnet-0fa01989a1a4bc664 (right-private-eu-west-1a)

ENI_SG_RULES_MISMATCH:

None of the ingress rules in the following security groups apply: sg-020df18175b1cceel. See sg-
020df18175b1ccee.

vpce-032a75ffafbb16bb9 (com.amazonaws.eu-west-1....)

© 2022, Amazon Web Services, Inc. or its affiliates.

@ Q @ Ireland ¥ admin/Wolfgang.schaefer@emnify.com ¥

Cookie preferences



A Services Ireland ¥ admin/Wolfgang.schaefer@emnify.com ¥
aws Q liymy eimet

F 1Yl
I IXI n g @ Elastic Container Service @ EC2 @ CloudWatch @ vpc 8 s3
( o n n e Ct IVI ty VPC Security Groups $g-020df18175b1cceel - api-gateway Edit inbound rules: Preview actions

Edit inbound rules: Preview actions

Preview the actions we will take when modifying your inbound rules

Inbound rules (2)

Q 1 ®
Action Vv Security group rule ID ¥ IP version ¥ Type v Protocol ¥ Portrange v Source V¥ Description - optional ¥
Update sgr-0dcf40a80f3d2ff3e IPv4 HTTPS TCP 443 10.1.0.0/16 -
Update sgr-0ac6d20e44615d697 IPv4 HTTP TCP 80 10.1.0.0/16 -

Feedback Looking for languag ection? Find it in the new Unified Settings [ © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences



V P ( aﬂs Services Q @ Q @ Ireland ¥ admin/Wolfgang.schaefer@emnify.com ¥
I ©) Elastic Container Service @ EC2 & CloudWatch @ VPC & S3

R u I u gateways VPC Reachability Analyzer nip-02b2830e744593ca7
CP Option S
e a CI l a bl Ity CHCRCPEON et nip-02b2830e744593ca7

Elastic IPs

Managed prefix lists -
n a Z e r Summary Info Actions ¥ J A e path
Endpoints ;
Endpoint services Path ID Last analysis date Reachability status Last analysis status
NAT gateways nip-02b2830e744593ca7 October 14, 2022, 16:44 ® Not reachable © succeeded

. ’ (UTC+02:00)
Peering connections

¥ Security Source Destination Destination port Protocol
Network ACLs i-Oe7eaab5ad3fc2eb6 vpce-032a75ff4fbb16bb9 80 TCcP

Security groups

Analyses Tags
¥ Network Analysis
Reachability Analyzer Analyses (1/1) info | C " Delete analysis ]
Network Access Analyzer Q 1 @
¥ DNS firewall Analysis ID v Analysis run date v Reachability status v Intermediate compo... ¥ State
Rule groups o nia-039¢750128652aa8c¢ October 14, 2022, 16:4... ® Not reachable - © Succe

Domain lists
Analysis explorer info
¥ Network Firewall

Firewalls
Feedback Looking for languag tion? Find it in the new Unified Settings [ © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences



. VPC

Reachability

Analyzer

qys_ Services Q

@ Elastic Container Service @ EC2

gateways

DHCP Option Sets
Elastic IPs

Managed prefix lists
Endpoints

Endpoint services
NAT gateways

Peering connections

¥ Security

Network ACLs

Security groups

¥ Network Analysis

Reachability Analyzer

Network Access Analyzer

¥ DNS firewall

Rule groups

Domain lists

¥ Network Firewall

Firewalls
Feedback Looking for langu:

& Cloudwatch & VPC & S3

Source
i-0e7eaab5ad3fc2eb6
Analyses Tags

Analyses (1/2) info
Q
Analysis ID

(o] nia-014ee5113dd80d3d3

nia-039¢750128652aa8¢

Analysis explorer info

Source

i-0e7eaab5ad3fc2eb6

Intermediate component
filter

tion? Find it in the new Unified Settings [

Destination

vpce-032a75ff4fbb16bb9

Analysis run date v
October 14, 2022, 16:5...

October 14, 2022, 16:4...

Destination

vpce-032a75ffafbb16bb9

& & O

Destination port

80

Reachability status
© Reachable

® Not reachable

Reachability status

© Reachable

v

Ireland ¥ admin/Wolfgang.schaefer@emnify.com ¥

®
Protocol
TCP
C || Delete analysis ‘
1 &
Intermediate compo... ¥V State
- © Succe
= © Succe

Analysis run date

October 14, 2022, 16:54
(UTC+02:00)

© 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences



Connectivity scee

$ curl --connect-timeout 5 pcbicvz9x6-vpce-05e857£78d9d1b62f.execute-api.us-east-1.amazonaws

T .com
eSt (28) Connection timed out after 5000 milliseconds
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. This i1s Our Architecture

VPC left VPC right
10.1.0.0/16 10.2.0.0/16

EC2 instance ) : ) : : _
client Transit Gateway AWS Transit Transit Gateway VPC Endpoint Amazon API

Attachment Gateway Attachment Gateway




| Metrics

EMnify

ii% Services Q 1 (©) Ireland ¥ admin/steffen.gebert@emnify.com v

B ec2 @ cloudwatch & 10T Core # Ground Station B AWS Private 56 & Support

Instances (1/1) info | C || Connect Instance state ¥ Actions ¥ |mn
1 &

Q

Feedback  Looking election? F the new Unified Settings [

’ Instance state = running l X ‘ I Clear filters |
Name v Instance ID Instance state v
client i-Oe7eaab5ad3fc2eb6 ® Running @
Instance: i-Oe7eaab5ad3fc2eb6 (client) & X
Details Security Networking Storage Status checks Monitoring Tags
I Manage detailed monitoring I
th 3h 12h 1d 3d 1w Custom C v Add to dashboard ‘
CPU utilization (%) H Status check failed (any) (... ¥ Status check failed (instan... ¥ Status check failed (syste...
Percent Count Count Count
0.348 e . = 1 1 1
0.174 0.5 05 0.5
0 0 0 ]

g g.an o oo

® 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences




| Metrics

EMnify

3% Services Q

® Ec2 '@ cloudwatch & 10T Core # Ground Station [l AWS Private 56 &' Support

(2] AN ® Ireland ¥ admin/steffen.gebert@emnify.com ¥

Instances (1/7) fo

| C’} || Connect Instance state ¥ Actions ¥ |m-
1 &

Q
’ Instance state = running I X | l Clear filters |
Name v Instance ID Instance state v
client i-Oe7eaab5ad3fc2eb6 ® Running R

Instance: i-Oe7eaab5ad3fc2eb6 (client) & X
0174 0.5 05 0.5
o 0 o )
20:25 19:40 20:25

19:40 20:25 19:40 20:25 19:40

Network in (bytes) H Network out (bytes) H Network packets in (count) Network packets out (count) ¥
Bytes Bytes Count Count
8Ok ~_ 92.0« 796 —— 330
14.0% 46,0k 39.8 165
0 0 o 0
19:40 20:25 19:40 20:25 19:40 20:25 19:40 20:25
Feedback L 1g for lang e sele F the new Unified Settings | 2] ® 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences




| Metrics
Transit GW

EMnify

3% Services (o}

@ EC2 '@ Cloudwatch

Firewall policies

Network Firewall rule
groups

¥ Virtual private network

(VPN)
Customer gateways
Virtual private gateways

Site-to-Site VPN
connections

Client VPN endpoints

¥ AWS Cloud WAN

Network Manager

¥ Transit gateways

Transit gateways

Transit gateway
attachments

Transit gateway policy
tables

Transit gateway route
tables

Transit gateway

Feedback

& loT Core % Ground Station &) AWS Private 56 & Support

Transit gateways (1/1) o

Q
Name v Transit gateway ID v
trouble-tgw tgw-01d227188df180eca

tgw-01d227188df180eca / trouble-tgw

Details Flow logs Sharing Tags
Deta’
Transit gateway ID State

tgw-01d227188df180eca © Available

Default association route
table

Transit gateway ARN
arn:aws:ec2:us-east-
1:200234964126:transit- Enable
gateway/tgw-
N1 924f18

Find it in the ne’

&2 & O

N. Virginia ¥ admin/steffen.gebert@emnify.com ¥

5] [reor ~ | YRR | ©
1 o

Owner ID v

200234964126

Amazon ASN
64512

Association route table ID

tgw-rtb-0c8fcb3e5420c5878

State v
© Available
= = @
DNS support
Enable

Auto accept shared
attachments

Disable

Propagation route table ID

® 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences



N. Virginia ¥ admin/steffen.gebert@emnify.com v

e rl CS & loT Core % Ground Station &) AWS Private 56 & Support
u =
I t ( W CloudWatch Metrics ()
ra nSI Untitled graph & 1h 3h 12h 1d 3d 1w Custom Line v Actions ¥ | l C ‘ v | Queries

®
7 Help
Your CloudWatch graph is empty.
05 Select some metrics to appear here.
0
18:00 18:30 19:00 19:30 20:00 20:30
" Per TGW and per
TGW AttaChments Browse Query Graphed metrics Options Source Add math ¥ Add query V¥ ‘
|
In d nd OUt bytes a nd Metrics (32) info Graph with SQL Graph search ‘
paCketS I N. Virginia v . l Q| l
tgw-01d227188df180eca [4|X
= Blackhole and NoRoute | &
m etr|CS TransitGateway > Per- 8 TransitGateway > Per- 24
TransitGateway Metrics TransitGatewayAttachment Metrics
Feedback Looking for language selection? Find it in the new Unified Settings [F} ®© 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

EMnify



EEE Services Q \ N. Virginia ¥ admin/steffen.gebert@emnify.com v

M I
etrl CS ¢ ® Ec2 '@ cCloudwatch & loT Core # Ground Station @ AWS Private 56 & Support
u =
I t ( W CloudWatch Metrics ()
ra nSI Untitled graph & th  3h  12h 1d 3d 1w  Custom Line v Actions ¥ | l C ‘ v | Queries

No unit Help
257
1.29
0
19:35 19:40 19:45 19:50 19:55 20:00 20:05 20:10 20:15 20:20 20:25 20:30 2035

@ tow-attach-0a73a%9a63996fc06f Packetsin @ tgw-attach-0a73a9a63996fc06f PacketsOut @ tgw-attach-035881567f2212089 Packetsin
@ tgw-attach-035881567f2212089 PacketsOut @ tgw-attach-0d9c888cd7e2a2028 Packetsin @ tgw-attach-0d9c888cd7e2a2028 PacketsOut

" Per TGW and per
TGW Attachments

Browse Query Graphed metrics (6) Options Source Add math ¥ Add query ¥ }
[ |
I na nd OUt bytes d nd Metrics (6) info Graph with SQL Graph search ‘

paCketS N. Virginia ¥ All TransitGatewa Per-TransitGatewayAttachment ... Q
9 y Yy
tgw-01d227188df180eca [4 ‘ X ‘ Packets [4 ‘ X
= Blackhole and NoRoute | | |
m etrl CS TransitGateway (6) A TransitGatewayAttachment A Metric name A
tgw-01d227188df180eca v tgw-attach-0a73a9a63996fc06f ¥ Packetsin ¥

Feedback Looking for language selection? Find it in the new Unified Settings [F} © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

EMnify



| Metrics
Transit G

" Custom Dashboard

EMnify

aws sss Services Q

& VPC @) EC2 & CloudWatch & loT Core

CloudwWatch > Dashboards

Trouble-TGW ¥ ©

Trouble-TGW

¥ Ground Station

Left In i
2,67
133
0
07:45 08:00 08:15 08:30
@ Packetsin
. .
Right In :
1
05
0
07:45 08:00 08:15 08:30
@ Packetsin

Feedback Looking

Find it in th

@)| AWS Private 5G & Support

Q @ Ireland ¥

admin/steffen.gebert@emnify.com v

Right Out : Left Drops
1.8 267
0.9 133
0 0
07:45 08:00 08:15 08:30 07:45 08:00 08:15 08:30
@ PacketsOut @ PacketDropCountBlackhole @ PacketDropCountNoRoute
Left Out H Right Drops
1 1
0.5 0.5
0 o
07:45 08:00 08:15 08:30 07:45 08:00 08:15 08:30

@ PacketsOut

@ PacketDropCountBlackhole @ PacketDropCountNoRoute

© 2022, Amazon Web Services, Inc. or its affil

Privacy

Terms

Cookie preferences




. Metrics
Transit GW

Automatic Dashboard
“VPC Transit Gateway”

Feedback

L (©) N. Virginia ¥ admin/steffen.gebert@emnify.com ¥

=22 Services | Q Search for service
@ EC2 '@ cloudwatch & 10T Core '#! Ground Station  [&J AWS Private 56 & Support
CloudWatch VPC Transit Gateway

VPC Transit Gateway ¥ 1h 3h 12h

VPC Transit Gateway V¥ | | Filter by resourcegroup ¥ | () Info

A Inalarm (0) ® Insufficient data (0) ® 0K (0)

H BytesOut: Sum

Switch to your original interface

1d 1w Custom [F IG‘VHXI

Add to dashboard

PacketDropCountBlackhole: Sum

BytesIn: Sum H
No unit No unit No unit
1.08k 900 1
900 450 0.5
720 0 0
07:45 08:00 08:15 08:30 07:45 08:00 08:15 08:30 07:45 08:00 08:15 08:30
@ Bytesin @ BytesOut @ PacketDropCountBlackhole
PacketDropCountNoRoute: Sum : Packetsin: Sum : PacketsOut: Sum i
No unit No unit No unit
18 18 15
9 15 7.5
0 12 0
07:45 08:00 08:15 08:30 07:45 08:00 08:15 08:30

07:45 08:00 08:15 08:30

@ PacketDropCountNoRoute @ Packetsin

Looking for language selection? Find it in the new Unified Settings Z

© 2022, Amazon Web Services, Inc. or its affiliates. Privacy

@ PacketsOut

Terms Cookie preferences







VPCT > yYour vPCS  CTeate 1ow [10g

I F I OW LO g S Create flow log

Flow logs can capture IP traffic flow information for the network interfaces associated with your resources. You can create
multiple flow logs to send traffic to different destinations.

Selected resources info

Name v Resource ID v State

left vpc-0416ed0d3514d6fae © Available

Flow log settings

= VPC FLOW LOgS Name - optional
= TGW Flow Logs

Filter
The type of traffic to capture (accepted traffic only, rejected traffic only, or all traffic).

() Accept
) Reject
O Al

Maximum aggregation interval Info
The maximum interval of time during which a flow of packets is captured and aggregated into a flow log record.

O 10 minutes
() 1 minute

Destination
The destination to which to publish the flow log data.

O Send to CloudWatch Logs
(O Send to an Amazon S3 bucket

EMnify



| CloudWatch Logs Insights

Logs Visualization Export results V¥ Add to dashboard @}
Showing 1000 of 2,172 records matched @ Hide histogram
2,248 records (543.1 kB) scanned in 3.1s @ 724 records/s (175.0 kB/s)

20

15

10

: )
0 -
03:30 03:35 03:40 03:45 03:50 03:55

1t_.. 1interface_id src_addr dst_addr src_port dst_port protocol packets bytes start end action logstat.. vpc_ic
1964.. eni-00f7f98e9.. 10.1.0.2.. 10.1.0.2.. 33536 443 6 1 60 16661012.. 16661012.. ACCEPT 0K vpc-0c
1964.. eni-03fala@b7.. 10.1.0.2.. 10.1.0.1.. 48490 80 6 3 180 16661012.. 16661012.. ACCEPT 0K vpc-@c
1964.. eni-03faladb7.. 10.1.0.2.. 10.1.0.1.. 58038 80 6 3 180 16661012.. 16661012.. ACCEPT 0K vpc-0c
1964.. eni-0feboba80.. 10.1.0.2.. 10.1.0.14 48102 443 6 3 151 16661012.. 16661012.. ACCEPT 0K vpc-0c
1964.. eni-0feb6ba80.. 10.1.0.14 10.1.0.2.. 443 48102 6 3 151 16661012.. 16661012.. ACCEPT 0K vpc-0c
1964.. eni-03faladb?.. - - - - - - - 16661012.. 16661012.. - NODATA vpc-0c
1964.. eni-08f13caff.. 10.1.0.2.. 10.2.0.1.. 48490 80 [ 3 180 16661012.. 16661012.. ACCEPT 0K vpc-01]
1964.. eni-0a245ad68.. 10.2.0.2.. 10.2.0.1.. 54082 80 6 3 180 16661012.. 16661012.. ACCEPT 0K vpc-01
1964.. eni-03fala@b7.. 10.1.0.2.. 10.1.0.1.. 50984 80 6 3 180 16661012.. 16661012.. ACCEPT 0K vpc-0c
1964.. eni-0a245ad68.. 10.2.0.2.. 10.2.0.1.. 44692 80 6 3 180 16661012.. 16661012.. ACCEPT 0K vpc-01



| CloudWatch Logs Insights

Logs Insights

Select log groups, and then run a query or choose a sample query.

5m 30m 1h 3h 12h Custom

vpc-flow-logs-trouble-eu-central-1 X

parse @message ''x x k k k k %k %k %k k >k k k %k %k %k %k %k k k k k %k k k %k %k k x"
| as version, account_id, interface_id, src_addr, dst_addr, src_port, dst_port, protocol, packets, bytes, start, end, action, logstatus,
| vpc_id, subnet_id, instance_id, tcp_flags, type, pkt_srcaddr, pkt_dstaddr,

| region, az_id, sublocation_type, sublocation_id,

| pkt_src_aws_service, pkt_dst_aws_service, flow_direction, traffic_path

| sort start desc

N o b WN R

m Save Actions V¥ History

Queries are allowed to run for up to 15 minutes.




| Reachability Analyzer zu

Source

i-Oe7eaab5ad3fc2eb6 (client)

¥ Outbound header

Destination address  Destination port range  Protocol  Source address ~ Source port range
10.2.0.111/32 80-80 TCP 10.1.0.110/32  0-65535

eni-0b8405b109aa710fe

Attached To VPC Subnet
i-0Oe7eaab5ad3fc2eb6 (client) vpc-0416ed0d3514d6fae (left)  subnet-00b505c7aee90e9b3 (left-private-eu-we--

sg-06191e7c2f1e32fe8 (instance-left)

Destination  CIDR Protocol

Outbound 0.0.0.0/0 all

acl-0dcb0dc504e39¢c401

ACL rule action  CIDR Protocol
0.0.0.0/0 all

Rule Direction
100  Outbound allow

rtb-0cb593d06e2a80bcd (left-private-eu-west-1a)

Origin Destination CIDR  Transit Gateway ID
createroute  10.2.0.0/16 tgw-0865bd6769f5bfe57

acl-0dcb0dc504e39c401

Rule Direction ACLruleaction CIDR Protocol
100 Inbound allow 0.0.0.0/0 all

eni-08905bd3d5c18b7ff

Attached To VPC Subnet

Flow Logs

interface_id vpc_id
eni-0b8405b10..
eni-08905bd3d..
eni-0e67b5d56..
eni-01d16f30b..

eni-01d16f30b..

vpc-0416ed..
vpc-0416ed..
vpc-0f0Qeff..
vpc-0fQeff..
vpc-0f0Qeff..

src_port

12345
12345
12345
12345
12345

dst_port

80
80
80
80
80

action

ACCEPT
ACCEPT
ACCEPT
ACCEPT
REJECT

flow_di..

egress
ingress
egress
ingress

ingress



| Reachability Analyzer zu Flow Logs

100  Outbound allow 0.0.0.0/0 all

rtb-0cb593d06e2a80bcd (left-private-eu-west-1a)

Origin Destination CIDR  Transit Gateway ID
createroute  10.2.0.0/16 tgw-0865bd6769f5bfe57

acl-0dcb0dc504e39¢401

Rule Direction ACLruleaction CIDR Protocol
100 Inbound allow 0.0.0.0/0 all

eni-08905bd3d5c18b7ff

Attached To VPC Subnet
tgw-attach-0f25159b2cae021d2 (trouble-tgw)  vpc-0416ed0d3514d6fae (left)  subnet-00b505c7aee90e9b3 (left-priv

tgw-attach-0f25159b2cae021d2 (trouble-tgw)

Transit Gateway
tgw-0865bd6769f5bfe57 (trouble-tgw)

@ tgw-rtb-04f1e029db916688e (trouble-tgw)

Destination CIDR  State  Attachment ID Resource ID
10.2.0.0/16 active tgw-attach-Ofbee5e438ee844ae  vpc-OfOeffa85597afdae

tgw-attach-Ofbee5e438ee844ae (trouble-tgw)

Transit Gateway
tgw-0865bd6769f5bfe57 (trouble-tgw)

eni-0e67b5d56ddee53a7

interface_id

eni-0b8405b10..
eni-08905bd3d..
eni-0e67b5d56..
eni-01d16f30b..
eni-01d16f30b..

vpc_id

vpc-0416ed..
vpc-0416ed..
vpc-0f0Qeff..
vpc-0fQeff..
vpc-0f0Qeff..

src_port

12345
12345
12345
12345
12345

dst_port

80
80
80
80
80

action

ACCEPT
ACCEPT
ACCEPT
ACCEPT
REJECT

flow_di..

egress
ingress
egress
ingress

ingress



| Reachability Analyzer zu Flow Logs

Destination

it

Transit Gateway
tgw-0865bd6769f5bfe57 (trouble-tgw)

® tgw-rtb-04f1e029db916688e (trouble-tgw)

Destination CIDR  State  Attachment ID Resource ID
10.2.0.0/16 active  tgw-attach-Ofbee5e438ee844ae  vpc-0fQeffa85597afdae

tgw-attach-Ofbee5e438ee844ae (trouble-tgw)

Transit Gateway
tgw-0865bd6769f5bfe57 (trouble-tgw)

eni-0e67b5d56ddee53a7

Attached To VPC Subnet
tgw-attach-Ofbee5e438ee844ae (trouble-tgw)  vpc-OfOeffa85597afdae (right)  subnet-0fa01989a1a4bc664 (right-priv

sg-020df18175b1ccee (api-gateway)

Source Portrange CIDR Protocol
Inbound  80-80 10.1.0.0/16  tcp

eni-01d16f30b5ca22188

Attached To VPC Subnet
vpce-032a75ff4fbb16bb9 (com.amazonaws.eu-west-1.execute-api)  vpc-0fOeffa85597afdae (right)  subnet-0fa01989a

vpce-032a75ff4fbb16bb9 (com.amazonaws.eu-west-1....)
» Inbound header

interface_id

eni-0b8405b10..
eni-08905bd3d..
eni-0e67b5d56..
eni-01d16f30b..
eni-01d16f30b..

vpc_id

vpc-0416ed..
vpc-0416ed..
vpc-0f0Qeff..
vpc-0fQeff..
vpc-0f0Qeff..

src_port

12345
12345
12345
12345
12345

dst_port

80
80
80
80
80

action

ACCEPT
ACCEPT
ACCEPT
ACCEPT
REJECT

flow_di..

egress
ingress
egress
ingress

ingress



| Flow Logs — Additional Destinations

S3 and Kinesis Firehose

© query e

1 SELECT SUM(bytes) AS bytes, srcaddr, dstaddr FROM "dev-emnify-vpc-flow-logs" WHERE protocol = 17 AND (srcport=2123
OR dstport=2123) AND year='2022' AND month="'10'

Use cases o e

[ENN ORDER BY 1 DESC LIMIT 100;

SQL Ln3,Col27 = 1]

EZW ronz | oot [smev ][ o | cums

* Continuous monitoring

* Ret ti lysi
etrospective analysis Query results | Query stats
© Completed Time in queue: 119 ms Run time: 4.963 sec Data scanned: 324.08 MB ‘
Results (56) Copy ’ ’ Download results ’
Q. Search rows 1 &

# v bytes v srcaddr v dstaddr v

1 1673238 10.120.0.18 10.110.4.41

2 1673112 10.120.0.18 10.110.6.76

3 1672818 10.120.0.48 10.110.6.76

4 1672692 10.120.0.48 10.110.4.41

37






= » ~ mkfifo dump.fifo
ereShark + ~ ssh 1-0c45681d7bbb8a872 'sudo tcpdump -U -i ens5 -w -' > dump.fifo&
[1] 12222
» ~ wireshark -k -i dump.fifo
** (wireshark:12225) 21:10:44.258820 [GUI WARNING] -- QObject::connect: No such slot WiresharkMa
inWindow: :on_actionCaptureOptions_triggered() in ui/qt/main.cpp:700
** (wireshark:12225) 21:10:44.258841 [GUI WARNING] -- QObject::connect: (receiver name: 'Wiresh
arkMainWindow')
** (wireshark:12225) 21:10:44.817352 [GUI WARNING] -- Populating font family aliases took 81 ms.
Replace uses of missing font family ".AppleSystemUIFont" with one that exists to avoid this cost

. ** (wireshark:12225) 21:10:45.510525 [Capture MESSAGE] -- Capture Start ...
tcpdump running on ]

client instance

Streamed through SSH or
SSM connection




Capturing from dump.fifo

| Wireshark .-“'@;* XE Qes=Eg IL]E aaarl

(]I = -+

No. i Source Destination Protocol Lengtlk APN IMSI $

10-11 20:13:53.531287 52.95.120.132 10.99.0.189 TLSv1.2
2022-10-11 20:13:53.53242 10.99.0.189 52.95.120.132 TLSv1.2
2022-10-11 20 0.132 99.0.189 TCFP

549

10 9.189

2 2 g 0.132 TLSv1.2
10.99.0.189

52.95.120.132 TLSv1.2 1235

94705 2022-10-11 20:13:53.534654

94706 2022-10-11 20:13:53.535515 52.95.120.132 10.99.0.189 TLSv1.2 387

94707 2022-10-11
94 2022-10-11
2022-10-11
2022-10-11 20:
94711 2022-10-11 20:13:53.536054

20:13:53.535691 52.95.120.132 10.99.0.189 TLSv1.2 387
20:13:53.535706 10.99.0.189 52.95.120.132 TCP 1

535759 10.99.0.189 52.95.120.132 TLSv1.2

.120.132 10.99.0.18

:53.535880

52.95.120.132 10.99.0.189 TLSv1.2 387

tcp dump running On 94712 2022-10-11 20:13:53.536070 10.99.0.189 52.95.120.132 TCP 54

94713 2022-10-11 20:13:53.537198 10.99.0.189 52.95.120.132 TLSv1.2 1235

client instance

20:13: 53 6 0 9 LSv1.2
20:13:53.539391 10.99.0.189 52.95.120.132 TLSv1.2 1235 .
7
Streamed th rough SSH Or Frame 1: 271 bytes on wire (2168 bits), 271 bytes captured (2168 bits) on interface dump.fifo, id @ 0000 06 45 e7 79 a7 @5 06 f@ fa 65 53 cl
Ethernet II, Src: @6:f0:fa:65:53:c1 (06:f0:fa:65:53:c1), Dst: 06:45:e7:79:a7:05 (06:45:e7:79:a7:05) ‘f‘;:}‘;: 3; gi ;g ;g ;g gg :g gg g: :g 0a 52
- M o o 002¢ ae c
SSM ConneCtlon Interngt lt’rotocol Version 4, Src: 10.99:0.189 (10.99.0.1!}9), Dst: ?2.95.12?.132 (5?.95.120.132) 2030 01 ba b8 f6 00 00 17 03 03 00 d4 0@
Transmission Control l».’rotocol, Src Port: 38456, Dst Port: 443, Seq: 1, Ack: 1, Len: 217 0040 ©0 00 22 f4 e3 48 7b cf 91 de 34 2t
Transport Layer Security 0050 f2 9f bf 2d 75 06 4e 86 f1 31 6¢c b5
C f t bl d l d 0060 8c 42 @d 55 77 d7 f6 1la 93 8b 70 cd
0070 €9 70 60 8b cd 8a 6d 8d 46 of 95 ff
omrorta y |Sp aye on 0080 d2 dl f3 le 22 09 6e c3 59 31 30 bd

l l 0090 95 @3 f@ 64 2d 1c 33 33 51 af 45 81
00a@ 66 74 11 1d 33 6f b@ a8 93 39 86 74

OCa CompUter 00b0 61 55 10 88 32 c5 b5 93 09 3f 25 ab
00c0 ba e4 7f 74 @1 a6 4c 7c bd 41 bb 75

00d0 @7 6c a7 92 ad 18 7e df 1c 84 bd 66
0dan hf 21 Frh 27 Rr 7Th 2 h2 REQA KR ~7 QA
O

Packets: 94716 - Displayed: 94716 (100.0%) Profile: Default

it Ready to load or capture



Wireshark + ~ ssh i-@e36abd49bb6e2d44 'sudo tcpdump -U -i ens5 -w - not port 443' > dump.fifo &

tcpdump running on
client instance

Streamed through SSH or
SSM connection

Comfortably displayed on
local computer

Filter out own traffic!




| Wireshark

[ JON

Amde mNRE QevzEzge - B

Capturing from dump.fifo

Q Q  If

" =)+
Time Sf)urce Destination Protocol Info ) ) .
102 15:27:04.683432 10.1.0.2 ip-10-1-0-105.ec2. internal DNS Standard query response 0x911d AAAA ec2messages.us—east-1.amazon
103 15:27:04.684812 10.1.0.2 ip-10-1-0-105.ec2.internal DNS Standard query response 0x2daf A ec2messages.us—east-1.amazonaws
104 15:27:11.777995 ip-10-1-0-105.ec.. 10.1.0.2 DNS Standard query @xbc9d A pcbicvz9x6-vpce-05e857f78d9d1b62f.execut
105 15:27:11.778137 ip-10-1-0-105.ec.. 10.1.0.2 DNS Standard query 0x4473 AAAA pcbicvz9x6-vpce-05e857f78d9d1b62f.exe
106 15:27:11.778379 10.1.0.2 ip-10-1-0-105.ec2.internal DNS Standard query response 0x4473 AAAA pcbicvz9x6-vpce-05e857f78d9d
107 15:27:11.779725 10.1.0.2 ip-10-1-0-105.ec2. internal DNS Standard query response 0xbc9d A pcbicvz9x6-vpce-05e857f78d9d1b6

108 15:27:11.779949
109 15:27:12.806090

ip-10-1-0-105.ec..
ip-10-1-0-105.€ec..

pcbicvz9x6-vpce-05e857f78d9d1b62f.execute-a.. TCP

54708 - http(80) [SYN] Seq=0 Win=62727 Len=0 MSS=8961 SACK_PERM .
pcbicvz9x6-vpce-05e857f78d9d1b62f.execute-a.. TCP

[TCP Retransmission] [TCP Port numbers reused] 54708 - http(80)

T > T

1CE C SS10T1 L

111 15:27:16.934084 ip-10-1-0-105.ec.. 0a:44:cd:97:f3:al ARP

Who has 10.1.0.1? Tell 10.1.0.105
112 15:27:16.934111 ip-10-1-0-105.ec.. 0a:44:cd:97:f3:al ARP Who has 10.1.0.2? Tell 10.1.0.105
113 15:27:16.934142 0a:44:cd:97:f3:al ip-10-1-0-105.ec2.internal ARP 10.1.0.1 is at @a:44:cd:97:f3:al
114 15:27:16.934142 0a:44:cd:97:f3:al 10.1.0.2 is at 0@a:44:cd:97:f3:al

ip-10-1-0-105.ec2.internal ARP

" tcpdump running on

116 15:27:22.970812 @a:44:cd:97:f3:a1 Broadcast ARP Who has 10.1.0.105? Tell 10.1.0.1

client instance

Frame 109: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface dump.fifo, id @ 0000 Qa 44 cd 97 f3 al 0a 83 e3 3!
Ethernet II, Src: ip-10-1-0-105.ec2.internal (0a:83:e3:39:d0:1b), Dst: 0a:44:cd:97:f3:al (@a:44:cd:97:f3:al) 0010 00 3c 78 08 40 00 40 06 ad fj
Internet Protocol Version 4, Src: ip-10-1-0-105.ec2.internal (10.1.0.105), Dst: pcbicvz9x6-vpce-05e857f78d9d1b62f.execute gggg 22 ; gi gg g gg gg gg g; g
u Streamed th rough SSH Transmission Control Protocol, Src Port: 54708 (54708), Dst Port: http (8@), Seq: @, Len: @ 0040 12 ¢5 00 00 00 00 01 03 03 @

Source Port: 54708 (54708)
Destination Port: http (80)
[Stream index: 8]
Il (Conversation completeness: Incomplete, SYN_SENT (1)]
[TCP Segment Len: 0]
Sequence Number: @ (relative sequence number)
Sequence Number (raw): 1646264867
[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @
Acknowledgment number (raw): 0
1010 .... = Header Length: 40 bytes (10)

connection

* Comfortably displayed on
local computer

" Filter out own traffic!

Z The completeness of the conversation capture (tcp.completeness) Packets: 216 - Displayed: 216 (100.0%) Profile: Default

EMnify



| VPC Traffic Mirroring

VPC right
10.2.0.0/16

EC2 instance : : ) )
client Transit Gateway AWS Transit Transit Gateway VPC Endpoint Amazon API

Attac}ment Gateway Attachment Gateway

oo

EMnify

43



. VPC Traffic
Mirroring

Packets duplicated by Nitro

Accounts to packet/sec
limits of EC2 instance

Requires connectivity from
source to target

Only for EC2 instances

23% Services | Q Search for services, features, blogs, d nd m [Option+S] £ AN (©) N. Virginia ¥

B ec2 @ cCloudwatch & 0T Core % Ground Station @l AWS Private 56 & Support
Client VPN endpoints

v AWS Cloud WAN Traffic mirror targets

Network Manager Q

¥ Transit gateways
Name Target ID Description Type
Transit gateways
Transit gateway No traffic mirror targets found

attachments You do not have any traffic mirror targets in this region.

Transit gateway policy

tables Create traffic mirror target

Transit gateway route

admin/steffen.gebert@emnify.com v

Destination

Create traffic mirror target

1

@

Owner

tables
Transit gateway
multicast

¥ Traffic Mirroring
Mirror sessions
Mirror targets

Mirror filters

Settings

Feedback Looking for languag tion? Find it in the new Unified Settings [ ©® 2022, Amazon Web Services, Inc. or its affiliates.

Privacy

Terms

Cookie preferences




I VP C T I I = 235 Services Q. Search for services, features, blogs, docs, and m [Option+S B VAN ® N. Virginia ¥ admin/steffen.gebert@emnify.com ¥
ra I C ® Ec2 @ cloudwatch '@ loT Core #® Ground Station [@J AWS Private 56 & Support
Mi i

Choose target
Target type cannot be modified after creation.

Target type

Network Interface v
Target
Q eni-011a31c4d283d8f15| X C

Packets duplicated by Nitro

Accounts to packet/sec Tags - optional

A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter your resources or track your AWS costs.

Key Value - optional
Requires connectivity from ST X || Q Capture Receiver X [ Remove
source to target Add new tag

You can add 459 more tags.

Only for EC2 instances Caiat

Feedback Looking for languag tion? Find it in the new Unified Settings [ © 2022, Amazon Web Services, Inc. or its affiliates. Privacy  Terms




I VP C I I I = 235 Services Q. Search for services, featu logs, docs, and m Option+S] 3] VAN (©) N. Virginia ¥ admin/steffen.gebert@emnify.com ¥
ra I C ® Ec2 @ cloudwatch @ 1oT Core #® Ground Station [@J AWS Private 56 & Support

Client VPN endpoints

| ||
M I r ro rl n g ¥ AWS Cloud WAN Traffic mirror filters C Create traffic mirror filter

Network Manager Q 1 &

¥ Transit gateways

Name Filter ID Description
Transit gateways

Transit gateway No traffic mirror filters found

attachments You do not have any traffic mirror filters in this region.

Transit gateway policy
Create traffic mirror filter

tables
Pa Ckets d u p l'l Cated by N ItI’O Transit gateway route
tables
Accounts to packet/sec e

limits of EC2 instance

¥ Traffic Mirroring

Mirror sessions

Requires connectivity from

Mirror targets

source to ta rget Mirror filters

Only for EC2 instances Settings

Feedback Looking for language selection? Find it in the new Unified Settings [} © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences



I VP ( : I aff- ‘ EEE i S Smorcs o Servicess fea tiwey Doy, doc, i oy L0 [Z] Q @ N. Virginia ¥ admin/steffen.gebert@emnify.com ¥
r I @ ec2 @ cloudwatch & 0T Core % Ground Station @l AWS Private 56 &' Support
u ]
M I rro rl n g Inbound rules - optional E

_ Al S |
Number Rule action Protocol Soures p(?rt range Destmatlon.port Source CIDR block DestinatonOns Description
optional range - optional block
100 accept v TCP(6) v || 80 0.0.0.0/0 0.0.0.0/0 ®
200 accept V¥ TCP (6) v 443 0.0.0.0/0 0.0.0.0/0 ®

Add rule

Packets duplicated by Nitro
ACCOUI’]tS tO paCket/SGC Outbound rules - optional Sor:t -

ll m Its Of E C 2 N Sta nce Number Rule action Protocol R p?rt ek Destmatlon.port Source CIDR block Besmation SIOR Description
optional range - optional block

100 accept ¥ TCP(6) v 80 0.0.0.0/0 0.0.0.0/0 ®

Requires connectivity from

200 accept ¥ TCP (6) v 443 0.0.0.0/0 0.0.0.0/0 ®

Add rule

source to target

Only for EC2 instances

Feedback Looking for languag lection? Find it in the new Unified Settings [ © 2022, Amazon Web Services, Inc. or its affiliates. Privacy  Terms Cookie preferences



! VPC Traffic
Mirroring

" Packets duplicated by Nitro

= Accounts to packet/sec
limits of EC2 instance

" Requires connectivity from
source to target

® Only for EC2 instances

EMnify

a\ﬁls EEE Services
@l vec @ ec2

Client VPN endpoints

¥ AWS Cloud WAN

Network Manager

¥ Transit gateways

Transit gateways

Transit gateway
attachments

Transit gateway policy
tables

Transit gateway route
tables

Transit gateway
multicast

¥ Traffic Mirroring

Mirror sessions
Mirror targets

Mirror filters

Settings

Feecback

@ CloudWatch

Q

4| loT Core

% Ground Station

& AWS Private 5G

Traffic mirror sessions

Q

Name

Session ID

[Z] Q @ N. Virginia v admin/steffen.gebert@emnify.com v

& Support

Create traffic mirror session

1 &

Descriptio
n v

Source v Target

No traffic mirror sessions found

You do not have any traffic mirror sessions in this region.

Create traffic mirror session

Lnnking for languaee selaction? Find it in the new Unifiad Settings [

® 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences



I VP C I I I = 235 Services Q. Search for services, features, blogs, docs, and m Option+S B VAN ® N. Virginia ¥ admin/steffen.gebert@emnify.com ¥
ra I C ® Ec2 @ cloudwatch @ loT Core #® Ground Station [@J AWS Private 56 & Support
| |
M I r ro rl n g VPC Traffic mirror sessions Create traffic mirror session

Create traffic mirror session

Session settings

Set description, source, and target.

Name tag - optional

Capture Trouble

Packets duplicated by Nitro Description - optional

Accounts to packet/sec

Mirror source
The resource that you want to monitor.

limits of EC2 instance

Q. eni-097743e2ec33cd884 X C

Only network interfaces of type "interface" are allowed.

Requires connectivity from

Mirror target

A network interface, or a network load balancer, or a gateway load balancer endpoint that is the destination for mirrored traffic.
source to target ‘

Q, tmt-03aabf40711b41d63 X C Create target

Only for EC2 instances

Feedback Looking for languag tion? Find it in the new Unified Settings [ © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences



I VP C I I I = i35 Services Q. Search for services, features, blogs, docs, and m Option+S B AN ® N. Virginia ¥ admin/steffen.gebert@emnify.com ¥
ra I C ® Ec2 @ cloudwatch @ loT Core #® Ground Station [@J AWS Private 56 & Support

1

| u
M I rro rl n g Number between 1 and 32766

VNI - optional
The unique VXLAN network identifier that is included in the encapsulated mirrored packet that is sent to the target.

Number between 0 and 16777215

Packet length - optional
The number of bytes in each packet to mirror.

If not specified, the entire packet will be mirrored

Packets duplicated by Nitro

Filter
Determines what traffic gets mirrored.

Accounts to packet/sec Q C Create fiter

HTTP and HTTPS

limits of EC2 instance

. .. Tags - optional
Req u I reS CO n n eCtI Vlty fro m A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter your resources or track your AWS costs.

source to target

Key Value - optional

Q  Name X Q, Capture Trouble > 4 Remove

Add new tag

Feedback Looking for languag tion? Find it in the new Unified Settings [ © 2022, Amazon Web Services, Inc. or its affiliates. Privacy  Terms Cookie preferences

Only for EC2 instances



. VPC Traffic
Mirroring

Packets duplicated by Nitro

Accounts to packet/sec
limits of EC2 instance

Requires connectivity from
source to target

Only for EC2 instances

Feedback

T A
a=s Services

® Ec2 @ Cloudwatch

Tell us what you think

VPC dashboard
EC2 Global View [4
Filter by VPC:

Select a VPC

¥ Virtual private cloud

Your VPCs
Subnets

Route tables
Internet gateways

Egress-only internet
gateways

Carrier gateways
DHCP option sets
Elastic IPs

Managed prefix lists
Endpoints

Endpoint services

NAT gateways

Q

@ New VPC Experience X

Looking for langt

& 1oT Core ®! Ground Station [@J AWS Private 5G

Traffic mirror sessions

Q

Name

Capture
Trouble

Descriptio

tms-Odeae0c9ca5fdbbcd

&3 & O

N. Virginia ¥

admin/steffen.gebert@emnify.com ¥

Create traffic mirror session

Source

eni-097743e2ec33cd884 [4

1

Target

@

tmt-03aabf40711b41d6:

lection? Find it in the new Unified Settings [4

® 2022, Amazon Web Services, Inc. or its affiliates.

Privacy

Terms

Cookie preferences



. VPC Traffic .ig@ XCEQ@i»ig@i:idum?jg‘@saE

[l\vxlan&&tcp.port ==80 '] +

= = No. Time Source Destination Protocol Info
I rro rl n g 2621 16:12:56.424862 10.1.0.105 10.2.0.76 el 33648 - http(80) [SYN] Seq=0 Win=62727 Len=@0 MSS=8961 SACK_P
:12:57.438492 10.1.0.105 Snon [TCP Retransmission] [TCP Port numbers reused] 33648 - http(

.438526 ip-10-99-0-113.e.. bl Destination unreachable (Port unreachable)
.454527 10.1.0.105 2.0, [TCP Retransmission] [TCP Port numbers reused] 33648 - http(
.454566 1ip-10-99-0-113.e.. ka5 Destination unreachable (Port unreachable)

.440831 10.1.0.105 =120 37042 - http(80) [SYN] Seq=0 Win=62727 Len=@0 MSS=8961 SACK_P
.446503 10.1.0.105 SoNon [TCP Retransmission] [TCP Port numbers reused] 37042 - http(
.446536 1ip-10-99-0-113.e.. = ika()s Destination unreachable (Port unreachable)

.462463 10.1.0.105 2201 [TCP Retransmission]

Frame 2621: 124 bytes on wire (992 bits), 124 bytes captured (992 bits) on interface dump.fifo, id @ 0000 @a cc 63 fd f9 05 @a b7 2a e
Ethernet II, Src: @a:b7:2a:el:42:al (@a:b7:2a:el:42:al), Dst: ip-10-99-0-113.ec2.internal (@a:cc:63:fd:f9:05) gg%g gg g‘; ?g gg ?g gg g‘; ;; 8; gl
H Internet Protocol Version 4, Src: 10.1.0.105 (10.1.0.105), Dst: ip-10-99-0-113.ec2.internal (10.99.0.113) )
Ca pturing now on target User Datagram Protocol, Src Port: 65507 (65507), Dst Port: vxlan (4789) () T 0o 49 cd 97 13 a1 B2
. 0050 0 02 00 4c 83 70 00 50 29 c
Flags: 0x0800, VXLAN Network ID (VNI 0060 a@ 02 f5 07 59 73 00 00 02 O
InStance Grogp Policy ID: @ ( ) 0070 2a ab ef ef 00 00 00 00 01 O:
VXLAN Network Identifier (VNI): 3916269
H H Reserved: 0
PaCketS recelved In Ethernet II, Src: 0a:83:e3:39:d0:1b (0a:83:e3:39:d0:1b), Dst: Qa:44:cd:97:f3:al (Qa:44:cd:97:f3:al)
i Internet Protocol Version 4, Src: 10.1.0.105 (10.1.0.105), Dst: 10.2.0.76 (10.2.0.76)
VXLAN enca psul_a‘hon Transmission Control Protocol, Src Port: 33648 (33648), Dst Port: http (80), Seq: @, Len: 0
Source Port: 33648 (33648)
Destination Port: http (80)
[Stream index: 63]
[Conversation completeness: Incomplete, SYN_SENT (1)]
[TCP Segment Len: 0]
Sequence Number: @ (relative sequence number)
Sequence Number (raw): 2848161633
[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @
Acknowledament number (raw): 0 -———

O ¥ Virtual eXtensible Local Area Network (vxlan), 8 bytes Packets: 2812 - Displayed: 216 (7.7%) Profile: Default
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That’s fun!

NOBODY EVER DOING THIS

EMnify



| Canit be
easier?

Source
T . Appliance VPC

TTTTY Original traffic in
GWLB Geneve

. , . GWLBE encapsulation Appliances
= Aidan Steele’s projects

ﬁ
* flowdogshark (GWLB) I I:l
_

Frontend Backend

v

AN

Destination

LLLLL

Aidan W Steele

@__steele Follows you

https://github.com/aidansteele/flowdog
https://github.com/aidansteele/vpcshark (* not yet publicly released)

EMnify


https://github.com/aidansteele/flowdog
https://github.com/aidansteele/vpcshark

| @& Wireshark File FEdit View Go Capture Analyze Statistics Telephony Wireless Tools Help ) T Q K+« Tue 20:13
an it be .,
-
easier?

Welcome to Wireshark
)pen

JUsers/st/srefaws-community-day-2022-network-troubleshooting/dump.pcapng (not found)

Aidan Steele’s projects
flowdogshark (GWLB)

vpcshark *

...using this filter: All interfaces shown 3

More concept studies than

AWS VPC Traffic Mirroring: awsvpc
Cisc mote capture: ciscodump

fo r p rOd u Cti O n Ran¢ wuCket generator: randpkt

SSH rei®.te capture: sshdump

UDP Listener remote capture: udpdump

User's Guide - Wiki - Questions and Answers - Mailing Lists

You are running Wireshark 3.6.8 (v3.6.8-0-gd25900c51508). You receive automatic updates.

Ready to load or capture No Packets Profile: Default

Aidan W Steele

@__steele Follows you

https://github.com/aidansteele/flowdog
https://github.com/aidansteele/vpcshark



https://github.com/aidansteele/flowdog
https://github.com/aidansteele/vpcshark

| @& Wireshark File FEdit View Go Capture Analyze Statistics Telephony Wireless Tools
an 1t be

easier?

Welcome to Wireshark

/Users/st/src/aws-c o Wireshark - Interface Options: AWS VPC Traffic Mirroring: awsvpc

m Traffic source Mirror target
Aidan Steele’s projects AWS Profile playaround

v af-south-1
flowdogshark (GWLB) AWS Region 2p-east-1
ap-northeast-1
g P R ap-northeast-2
VpCShark * ] A ap-northeast-3
Save parameter(s) on capture start ap-south-1
ap-southeast-1
i Help Restore Defaults ap-southeast-2
More concept studies than — i iaads
. Cisco remote capture: ciscodump ca-central-1
fO r p rOd u Ctl on Random packet generator: randpkt eu-central-1
SSH remote capture: sshdump eu-north-1

5 eu-south-1
UDP Listener remote capture: udpdump eu-west-1

aAarn eu-west-2

...using this filter: |7 interfaces shown v

User's Guide - Wiki - Questions and Answers - Mailing Lists me-south-1
sa-east-1
us-east-1
us-east-2
us-west-1
Ready to load or capture us-west-2 Profile: Default

You are running Wireshark 3.6.8 (v3.6.8-0-gd25900c51508). You rece

4

~

Aidan W Steele

@__steele Follows you

https://github.com/aidansteele/flowdog
https://github.com/aidansteele/vpcshark



https://github.com/aidansteele/flowdog
https://github.com/aidansteele/vpcshark

u @& Wireshark File FEdit View Go Capture Analyze Statistics Telephony Wireless Tools Help m)r T Q 8+« Tue 20:14
an 1t be
-
easier?

Welcome to Wireshark

/Users/st/srcfaws-c g Wireshark - Interface Options: AWS VPC Traffic Mirroring: awsvpc

AWS Mirror target
Aidan Steele’s projects

VPC vpc-0416ed0d3514d6fae (left) K Load VPCs...

flowdogshark (GWLB) Capture ENI

vpcshark *

d ENs...

...using this filter: |1 Save parameter(s) on capture start interfaces shown v

More concept studies than

) AWS VPC Traffl Help Restore Defaults
- Cisco remote ci., 2
fO r p I’Od U Ctl O n Random packet generator: randpkt

SSH remote capture: sshdump

UDP Listener remote capture: udpdump

User's Guide - Wiki - Questions and Answers - Mailing Lists

You are running Wireshark 3.6.8 (v3.6.8-0-gd25900¢51508). You receive automalic updates.

4

~

Ready to load or capture No Packets Profile: Default

Aidan W Steele

@__steele Follows you

https://github.com/aidansteele/flowdog
https://github.com/aidansteele/vpcshark



https://github.com/aidansteele/flowdog
https://github.com/aidansteele/vpcshark

Can it be
easler?

Aidan Steele’s projects
flowdogshark (GWLB)

vpcshark *

More concept studies than
for production

4

~

Aidan W Steele

@__steele Follows you

@& Wireshark File FEdit View Go Capture Analyze Statistics

Wireshark

Welcome to Wireshark

/Users/st/srcfaws-c g Wireshark - Interface Options: AWS VPC Traffic Mirroring: awsvpc

AWS  Traffic source [RNIEGIREIIeT=]

Launch template  [t-01f8bd5ab27d1bacb (vpeshark- B Load templates...

Connectivity v/ Via public IP address over SSH

...using this filter: |:

Save parameter(s) on capture start

) AWS VPC Traff Help Restore Defaults
Cisco remote ci., =
Random packet generator: randpkt
SSH remote capture: sshdump
UDP Listener remote capture: udpdump

User's Guide - Wiki - Questions and Answers - Mailing Lists

You are running Wireshark 3.6.8 (v3.6.8-0-gd25900¢51508). You receive automalic updates.

Telephony  Wireless

Tools Help Q K+ Tue 20:14

interfaces shown v

Ready to load or capture

https://github.com/aidansteele/flowdog

https://github.com/aidansteele/vpcshark

No Packets Profile: Default


https://github.com/aidansteele/flowdog
https://github.com/aidansteele/vpcshark

| @& Wireshark File FEdit View Go Capture Analyze Statistics Telephony Wireless Tools = Q K+« Tue 20:14
an It be
-
easier?

Welcome to Wireshark

/Users/st/src/aws-c o Wireshark - Interface Options: AWS VPC Traffic Mirroring: awsvpc

AWS  Traffic source [RNIEGIREIIeT

Aidan Steele’s projects

Launch template  [t-01f8bd5ab27d1bach (vpeshark-B  Load templates...

flOWd Og Sh a rk (GWLB) Connectivity Via port-forwarding over AWS Session Manager (&)

vpcshark *

..using this filter: [}

Save parameter(s) on capture start interfaces shown v

More concept studies than

) AWS VPC Traffl Help Restore Defaults
. Cisco remote ci., 2
fo r p rOd u Ct| O n Random packet generator: randpkt

SSH remote capture: sshdump
UDP Listener remote capture: udpdump

User's Guide - Wiki - Questions and Answers - Mailing Lists

You are running Wireshark 3.6.8 (v3.6.8-0-gd25900c51508). You receive automalic updates.

4

~

Ready to load or capture No Packets Profile: Default

Aidan W Steele

@__steele Follows you

https://github.com/aidansteele/flowdog
https://github.com/aidansteele/vpcshark



https://github.com/aidansteele/flowdog
https://github.com/aidansteele/vpcshark

| @& Wireshark File FEdit View Go Capture Analyze Statistics Telephony Wireless Tools Help m)r T Q K+ Tue 20:14
a n It b e B The Wireshark Network Analyzer
-
easier?

= D
= 1 = -~

Aidan Steele’s projects
flowdogshark (GWLB)

vpcshark *

More concept studies than
for production

No Packets Profile: Default

Aidan W Steele

@__steele Follows you

https://github.com/aidansteele/flowdog
https://github.com/aidansteele/vpcshark
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https://github.com/aidansteele/vpcshark

| @& Wireshark File FEdit View Go Capture Analyze Statistics Telephony Wireless Tools Help m)r T Q &+« Tue 20:14
a n It b e The Wireshark Network Analyzer
-
easier?

= )
= 1 = -~

Aidan Steele’s projects
flowdogshark (GWLB)

vpcshark *

More concept studies than
for production

Creatad traffic mirror filter tmf-020b027d5ce76b65e No Packets Profile: Default

Aidan W Steele

@__steele Follows you

https://github.com/aidansteele/flowdog
https://github.com/aidansteele/vpcshark



https://github.com/aidansteele/flowdog
https://github.com/aidansteele/vpcshark

| @& Wireshark File FEdit View Go Capture Analyze Statistics Telephony Wireless Tools Help m)r T Q &+« Tue 20:14
a n It b e The Wireshark Network Analyzer
-
easier?

= )
= 1 = -~

Aidan Steele’s projects
flowdogshark (GWLB)

vpcshark *

More concept studies than
for production

Waiting for managed instance i-002379930d67c457a No Packets Profile: Default

Aidan W Steele

@__steele Follows you

https://github.com/aidansteele/flowdog
https://github.com/aidansteele/vpcshark



https://github.com/aidansteele/flowdog
https://github.com/aidansteele/vpcshark

= )
= 1 = -~

| @& Wireshark File FEdit View Go Capture Analyze Statistics Telephony Wireless Tools Help m)r T Q 8+« Tue 20:14

a n It b e The Wireshark Network Analyzer
- 4

easier?

Aidan Steele’s projects
flowdogshark (GWLB)

vpcshark *

More concept studies than
for production

Trying to astablish SSH over SSM connectivity to i-002379930d67c457a No Packets Profile: Default

Aidan W Steele

@__steele Follows you

https://github.com/aidansteele/flowdog
https://github.com/aidansteele/vpcshark



https://github.com/aidansteele/flowdog
https://github.com/aidansteele/vpcshark

u @& Wireshark File FEdit View Go Capture Analyze Statistics Telephony Wireless Tools Help m)r T Q 8+« Tue 20:14
a n It b e [ The Wireshark Network Analyzer
-
easier?

= )
= 1 = -~

Aidan Steele’s projects
flowdogshark (GWLB)

vpcshark *

More concept studies than
for production

Goaod to go No Packets Profile: Default

Aidan W Steele

@__steele Follows you

https://github.com/aidansteele/flowdog
https://github.com/aidansteele/vpcshark



https://github.com/aidansteele/flowdog
https://github.com/aidansteele/vpcshark

] @ Wireshark File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help m) T Q K+« Tue 20:14
a n I l be 3 The Wireshark Network Analyzer
-
easier?

O
A

—-

Aidan Steele’s projects
flowdogshark (GWLB)

vpcshark *

More concept studies than
for production

AWS VPC Traffic Mirroring: awsvpe: <live capture in progresss> No Packets Profile: Default

Aidan W Steele

@__steele Follows you

https://github.com/aidansteele/flowdog
https://github.com/aidansteele/vpcshark



https://github.com/aidansteele/flowdog
https://github.com/aidansteele/vpcshark

When nothing helps...
Ask your AWS Account Team

THANKS Karl!

EMnify
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. Your Trouble Shooters

Dr. Steffen Gebert

Director Technology, Infrastructure
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| Learn from our mistakes!

O Search or jump to... Pulls Issues Marketplace Explore

& EMnify / aws-community-day-2022-network-troubleshooting ' pubiic

|laC definition of the setup used in this talk Qearms - Oumacns - Ym0 - fowo -

<> Code (© Issues 19 Pullrequests ( Actions [ Projects [ Wiki (@ Security [~ Insights

* Terraform
1 il . . - main ~ o to file ile ~ ode ~ About R
* incl. Reachability Analyzer and Traffic Mirroring g SoroTle J L AT

Network troubleshooting material

@ wbwork enable private dns on vpc endpoint ... 20 hours ago ¥ 28 for talk at AWS Community Day
DACH 2022

2 modules enable private dns on vpc endpoint 20 hours ago
J Readme

_t h b /E - / D .gitignore Initial commit 21 days ago s MIT license
g I u = COI l ' I I n I [ .pre-commit-co... Initial version - find the mistake! 21 days ago Y¢ O stars

Y .terraform-version tfenv support yesterday © 8 watching
% 0 forks

D .terraform.lock.hcl update .terraform.lock.hcl yesterday

[ LICENSE Initial commit 21 days ago
Releases

[ README.md more on packet mirroring yesterday
No releases published

O maintf add flow logs 2 days ago Create a new release

D metrics.tf metrics for TGW yesterday

Y outputs.tf nicer outputs yesterday Packages

[ packet-mirrorin...  more on packet mirroring yesterday No packages published
Publish your first package

D provider.tf Cleanup 21 days ago

[ vpc-reachability... add VPC reachabilAity analyzer 2 days ago

Contributors 2



0 ne M ore Session ID: Instance ID: i-

““““““ nnect-timeout 5 pcbicvz9x6-vpce-05e857£78d9d1b62f.execute-api.us-east-1.amazonaws.

$ curl --conn

'I' com
ry curl: (28) Connection timed out after 5000 milliseconds

$ curl --connect-timeout 5 https://pcbicvz9x6-vpce-05e857£78d9d1b62f.execute-api.us-east-1.am
azonaws.com

{"message" :"Forbidden"}$

Oh.. Layer 8 issues ©
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. Problem Scenario

. VPC Reachability Analyzer
. Metrics

. Flow Logs

. Packet capture

. About us

. Your questions, please!




