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Flow Logs
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Flow Logs

§ VPC Flow Logs

§ TGW Flow Logs new
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CloudWatch Logs Insights
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CloudWatch Logs Insights
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Reachability Analyzer zu Flow Logs
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Reachability Analyzer zu Flow Logs
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Flow Logs – Additional Destinations

§ S3 and Kinesis Firehose

§ Use cases
• Continuous monitoring

• Retrospective analysis
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VPC Traffic 
Mirroring

§ Capturing now on target 
instance

§ Packets received in 
VXLAN encapsulation



That’s fun!

N O B O D Y  E V E R  D O I N G  T H I S
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When nothing helps…
Ask your AWS Account Team

THANKS Karl!



EMnify IoT Communication Cloud
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Dr. Steffen Gebert Wolfgang Schäfer
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Your Trouble Shooters

§ Director Technology, Infrastructure

§ @StGebert

§ Senior Core Network Engineer

§ @wo_wue
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Learn from our mistakes!

§ IaC definition of the setup used in this talk
• Terraform

• incl. Reachability Analyzer and Traffic Mirroring

§ github.com/EMnify/



One More 
Try

Oh.. Layer 8 issues J



Agenda

1. Problem Scenario

2. VPC Reachability Analyzer

3. Metrics

4. Flow Logs

5. Packet capture

6. About us

7. Your questions, please!


