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| Things can break
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What makes emnify different
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We build and run our Globally distributed
loT focus own mobile core core network

We can and must do everything
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Cellular Networks &
Roaming
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Monitoring Approach



Application Performance Monitoring

Y @ 0

Success & error rates Per region, carrier No customer or
per request type and pod operator info

Prometheus /
Mimir

Loki (Grafana
Cloud)




Signalling “"Business"” Events

-

Events emitted by
applications

My journey to Dublin

10:29:20 AM

10:29:24 AM

10:29:24 AM

10:29:29 AM

12:56:00 PM

2:51:28 PM

2:51:30 PM

2:51:31 PM

3:22:31 PM

5:59:17 PM

@ Update location

@ Update GPRS location
@ Create PDP Context
@ Update GPRS location
@ Delete PDP Context
@ Update GPRS location
@ Update location

@ Create PDP Context
@ Delete PDP Context

Update GPRS location

Timestamp Operation m Customer | Operator m Update location

14:00:01.123
14:00:01.124

Update Location

Create Session 222

Vodakom {...}

4321 03 {...}

Update GPRS location

Create PDP Context

Italy

Italy

Italy

Italy

Italy

Germany

Germany

Germany

Germany

Ireland

Ireland

Ireland

Ireland




Signallin

"Business” Events

v VPLMN

Location Updates per VPLMN

rate / sec

00:00 03:00 06:00 09:00

v Organisation

Location Updates per Organisation

rate / sec

00:00

03:00 06:00 09:00

12:00

12:00

15:00

15:00

Location Updates per Organisation

rate / sec

02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00

18:00 21:00

Successful requests only!

< View panel

Back to dashboard

Quick toggles

Legend > Visibility
()

Axis > Scale

Linear Logarithmic

Graph styles > Stack series

Symlog

off Normal 100%

Fan-out by series or label

O Disabled
By series
Labels

Data has no labels

18:00

104

(oo

[©

21:00

A

I
l
l
l
l
l
l
l
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Kafka Streams

Apache Iceberg on
S3

Starrocks

r
l
l
l
l
l
l
l
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The Monitoring Gap



Our Monitoring Gap

Understanding the impact is often harder than resolving the incident.

o

2

0% errors, but How many SIMs How long was a
still broken create 1000 errors/s? device offline?



What we nheed

z o @

Full details, without Don’t rely on the Cover
additional load application “unseen errors"”

Go one level deeper.



Truth is on the wire

[ XoX ) "| Sigtran.pcapng

A = B RE Ress=8 3 5 = & § § F

(] gsm_map [X] -] + sicos

No. Time Source Destination Protocol Length Info
15 0.020034713 6062 4616 GSM MAP 208 SACK (Ack=4, Arwnd=1999848) returnError
16 0.020133161 4616 6062 GSM MAP 748 SACK (Ack=7, Arwnd=1999872) invoke sendAuthenticationInfo invoke sendAuthenticationInfo invoke senc
17 0.021105029 6062 4616 GSM MAP 172 SACK (Ack=8, Arwnd=2000000) returnResultLast updateGprsLocation
18 0.021231537 17203 16203 GSM MAP 1420 invoke sendAuthenticationInfo invoke sendAuthenticationInfo invoke sendAuthenticationInfo invoke up
20 0.021832249 17203 16203 GSM MAP 948 invoke sendAuthenticationInfo invoke sendAuthenticationInfo invoke sendAuthenticationInfo invoke se—
21 0.027836670 6062 4618 GSM MAP 1432 returnError returnError returnError returnResultLast sendAuthenticationInfo returnError invoke canc
22 0.027860798 6062 4616 GSM MAP 1348 invoke insertSubscriberData returnError returnError returnError returnError returnError returnError
23 0.027862231 6062 4616 GSM MAP 192 returnError
26 0.029354761 4616 6062 GSM MAP 236 invoke updatelocation
27 0.029695872 6062 4618 GSM MAP 248 invoke insertSubscriberData
28 0.030890854 4618 6062 GSM MAP 256 SACK (Ack=14, Arwnd=2000000) invoke updatelLocation
29 0.030910856 6062 4618 GSM MAP 352 SACK (Ack=1, Arwnd=1999824) returnError returnError
30 0.031560855 4618 6062 GSM MAP 396 SACK (Ack=16, Arwnd=1999744) invoke sendAuthenticationInfo invoke sendAuthenticationInfo
31 0.032724466 6062 4618 GSM MAP 212 SACK (Ack=3, Arwnd=2000000) returnError
32 0.033995334 6062 4616 GSM MAP 1396 SACK (Ack=9, Arwnd=2000000) returnError invoke cancellLocation returnResultLast sendAuthenticationIr
33 0.033996874 6062 4616 GSM MAP 248 invoke insertSubscriberData
34 0.034737118 4616 6062 GSM_MAP 396 SACK (Ack=17+9. Arwnd=1999816) invoke sendAuthenticationInfo invoke sendAuthenticationInfo

Frame 28: Packet, 256 bytes
Linux cooked capture vi1

Internet Protocol Version 4, Src: 10.100.17.192, Dst: 10.100.16.111
Stream Control Transmission Protocol, Src Port: 8908 (8908), Dst Port: 4908 (4908)
MTP 3 User Adaptation Layer

Signalling Connection Control Part
Transaction Capabilities Application Part

begin

on wire (2048 bits), 256 bytes captured

[Transaction Id: 359605a4]
Source Transaction ID

oid: 0.0.17.773.1.1.1 (id-as-dialogue)

dialogueRequest
Padding: 7

protocol-version: 80
application-context-name: 0.4.0.0.1.0.1.3 (networkLocUpContext-v3)

components: 1 item
GSM Mobile Application
Component: invoke (1)

invoke
invokeID: @
opCode: localValue (9)
IMSI: 295
[Association IMSI: 295N
msc-Number: 91947102110159
vir-Number: 91947102110159

vlr-Capability

(2048 bits) on interface any, id @

-
b= "l O ¥ GSM Mobile Application: Protocol

Selected Packet: 28 - Packets: 100 - Displayed: 88 (88.0%) Profile: Default
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Applying Stream Processing to
Signalling Traffic



Let's develop our Wireshark replacement

00 » 4

Parse PCAP files Process and Treat packets on the
continuously emit to data lake wire as events

Fm—————— - 1
I pkts for PCAP l

@ ) Meet Apache Flink I parsing I
F||nk I I

I l

I l

jss7, jDiameter,
custom GTP parser



Flink's Data Flow Graph
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Request / Response Correlation

Request ID

Type

1

—

Request
Response
Request

Request

Request

a o N B W BN | ODN

Request
Response
Response
Response
Request

Response

TI‘T“I"’

GeyBy(request IDD—

—

-

\_

-

Subtask 1
1 Req 1 Resp
5 Req 5 Resp
Subtask 2
3 Req 3 Resp
-
-
Subtask 3
4 Req 4 Resp




Challenges

2 H &

Overlapping
Retries request IDs Lack of response

s 9

- . . v
Flink's answer: window functions (7 )
v



Enrichment: Network Operators

Subtask 1

Operators

Subtask 2

Operators

;
—
.
;
Signalling .
Packet R
.
;
—
L
.

Subtask 3

Operators

( broadcast )
I

Network operators

Signalling
Packet

Operator



Enrichment: SIMs

g
Subtask 1
—
| SIM1 | SIM 4
\_
Signalling -
Subtask 2
Packet —( keyBy(SIM)) -
Operator | SIM2  SIM5
_
(
Subtask 3
—
| sSIM3 SIM6
_

(keyBy(SIM))

I
SIM data

\ 4

Signalling

Packet

Operator

SIM



Meet PCAP Parser

‘ Organisation | 2705 - Steffen Gebert - Test Account v EndpointID ' 13979854 - iPhone EM pSIM eUICC (8988303000008653717) v

<«

@ 2026-10-12 15:50:00 to 2026-10-12 16:30:00 UTC v » Q@ & Refresh

| Operator | -any - v

0
15:50

Protocol

15:55

== Diameter Total: 26 == GTP_C Total: 48

Signalling Messages
timestamp & ¢

2026-10-12 15:59:16

2026-10-12 15:59:16

2026-10-12 15:59:17

2026-10-12 15:59:17

2026-10-12 15:59:17

2026-10-12 15:59:17

2026-10-12 15:59:17

2026-10-12 15:59:17

2026-10-12 15:59:17

2026-10-12 15:59:17

2026-10-12 15:59:19

2026-10-12 15:59:19

2026-10-12 15:59:19

2026-10-12 15:59:19

2026-10-12 15:59:19

2026-10-12 15:59:19

2026-10-12 15:59:19

2026-10-12 15:59:19

GTP-C X  Diameter X X v | | Direction = outgoing X  incoming X
16:00 16:05
protocol 7 operation 7

on Information Request

Authentication Information Response
Update Location Request

Cancel Location Request

Update Location Response

Cancel Location Response
_ Create Session Request

Create Session Request

GTP_C Create Session Response

Create Session Response

Notfy Request
Rt

Notify Response

_ ednremEs

Create Session Request

GTP.C Create Session Response

Create Session Response

_ —

internal X unknown X

16:15

direction ¥
incoming
& outgoing
incoming
& outgoing
& outgoing
incoming
internal

incoming
& outgoing
internal

incoming &
& outgoing
@ outgoing
incoming &
internal

internal

& outgoing

incoming

X v || Operation ® | Enter value

16:20

type ¥

? Request
! Response
? Request
? Request
! Response
! Response
? Request
? Request
! Response
! Response
? Request
? Request
! Response
? Request
? Request
! Response
! Response

? Request

result

8 8 8

<]

(<IN < I <

<]

(< < I <

(< < < I <

4]

16:25

sim_id

13979854

13979854

13979854

13979854

13979854

13979854

13979854

13979854

13979854

13979854

13979854

13979854

13979854

13979854

13979854

13979854

13979854

13979854

th +6

country
Ireland
Ireland
Ireland
Germany
Ireland
Germany
Ireland
Ireland
Ireland
Ireland
Ireland
Germany
Ireland
Ireland
Ireland
Ireland
Ireland

Ireland

Number of results

t Download PCAP

transaction 7  source_file 7 :e_packet_number ¢

a17f2b04-c65e-: s3://prod-emnif
al7f2b04-c65e-. s3://prod-emnif
8482fa20-4342: s3://prod-emnif
cc975eab-4755- s3://prod-emnif
8482fa20-4342- s3://prod-emnif
cc975eab-4755- s3://prod-emnif
a8ab9d72-f578- s3://prod-emnif
18e6201a-1f69-¢ s3://prod-emnif
18e6201a-1f69-2 s3://prod-emnif
a8ab9d72-f578- s3://prod-emnif
b946add0-4669 s3://prod-emnif
a78290de-4cdd s3://prod-emnif
b946add0-4669 s3://prod-emnif
2fc8e18a-52dc-: s3://prod-emnif
f422e624-b757- s3://prod-emnif
f422e624-b757- s3://prod-emnif
2fc8e18a-52dc-: s3://prod-emnif

ed687985-eae9: s3://prod-emnif

5875

5895

6312

6319

6321

6361

447054

447053

447090

447089

199344

6824

199359

268941

268942

268959

268961

199504

r—"=====219

Grafana

S3 Tables
(Iceberg)

Starrocks



Analytics for Packets - Have Fun with SQL

Latency Requests by Operator
Name operator xxx
350 ms external latency ©
/ == Insert Subscriber Data Request _
325 ms == Cancel Location Request operator xxx
300 ms — Update Location Request T

275 ms == Authentication Information Request operator xxx
250 ms
== Purge UE Request
operator xxx
200 ms == LCS Routing Info Request
operator xxx
150 ms operator xxx
125 ms . ~NN——
internal Iatency operator xxx
o -
75 ms
operator xxx
50 ms NN
25 ms = eV operator xxx

0ms
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Research Projects

Running Research projects since 2019
Universities are happy to hear from YOU!

Foundations for PCAP parser years ago

Julius-Maximilians-
UNIVERSITAT
WURZBURG

NaS4 - @Ml

& ORIGAMI



How | got there

(O  Find a team to take over

2 years ago 1.5 years ago

O O O Ipickitup
Colleague Colleague
starts resigns
Sullaliing @i (O Delete the repo
Flink

=mm  Shout-out to Michael Krolikowski



How | got there

2 years ago 1.5 years ago
O O
Colleague Colleague
starts resigns
building on
Flink

(O  Find a team to take over

® |pickitup

Comfort zone

@
0

Steffen

____________

~

____________



How we got there

2 years ago 1.5 years ago 1year ago 6 months ago Now
O O O O o
Colleague Colleague Broader Working Part of the
starts resigns adoption in student joins data team
building on the company
Elink Colleague
Work

=mm  Shout-out to Aashish Kumar



Conclusion

Next Level for our Monitoring

= Required us to go down to raw data
= Packets for us — something else for you

= Applied methodologies that we already used
elsewhere

How we got there

Required me to get out of my comfort zone

Challenge to prioritze internal tooling covering

multiple teams

Research helps me to build foundations

3§
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Bonus Challenge



Users Asking for a Download Button

Number of results t

16:05 16:10 16:15 16:20 16:25 & Download PCAP

operation direction 7 type ¥ result i sim_id § country ¢ transaction 7| source_file ¥ :e_packet_number §7
- incoming & ? Request 13979854 Ireland al17f2b04-c65¢- s3://prod-emnif 5875
- & outgoing ! Response v 13979854 Ireland a17f2b04-c65¢-. s3://prod-emnif 5895
- Update Location Request incoming &3 ? Request 13979854 Ireland 8482fa20-4342- s3://prod-emnif 6312
- 3 outgoing ? Request 13979854 Germany cc975eab-4756- s3://prod-emnif 6319
- Update Location Response &3 outgoing ! Response 13979854 lIreland 8482fa20-434f2- s3://prod-emnif 6321
- incoming & ! Response 13979854 Germany cc975eab-4756- s3://prod-emnif 6361
- internal ? Request 13979854 Ireland a8ab9d72-f578- s3://prod-emnif 447054
- incoming &3 ? Request 13979854 Ireland 18e6201a-1f69}-4 s3://prod-emnif 447053
- & outgoing ! Response 13979854 Ireland 18e6201a-1f691-¢ s3://prod-emnif 447090
- internal ! Response 13979854 Ireland a8ab9d72-f578- s3://prod-emnif 447089

Notify Request incoming ? Request 13979854 lIreland b946add0-4649 s3://prod-emnif 199344
- Cancel Location Request &3 outgoing ? Request 13979854 Germany a78290de-4cdd: s3://prod-emnif 6824

NaAatifuv DacnAnes [ 1P PR 1 DaenAneas =71 12070954 IlralarmA KOAALAAANNACARAQ a2 /inrad _armnif 100250 | |



PCAP Extractor Grafana Plugin

@

"

PCAP Extractor

AWS Step Functions workflow: pcap-extractor

file

s3://traces/xyz.pcapng

s3://traces/aaa.pcapng

=4

|

PCAP Extractor

Datasource Plugin

file

s3://traces/xyz.pcapng

Invokes Step Function

Monitor Step Function

Grafana Aepligh
PCAP Extractor
Panel Plugin
Panel containing S3 URLs " il action=
and packet numbers & Download PCAP request
i oo, . action=
source_file source_packet_number '+ Processing PR
s3://traces/xyz.pcapng 1
s3://traces/xyz.pcapng 42
s3://traces/aaa.pcapng 17
s3://traces/aaa.pcapng 42
s3://traces/aaa.pcapng 55 v Download Finished |t IEEIICIE

file download based on datasource response

¥B.  run-1762639873558.pcapng

Completed — 280 bytes

[«

StartE

DescribeExecution——»|

packets
1,42
17,42,55 Map
L (parallel execution)
packets
download
1, 42 & traces |
Extract S3 Bucket
1 traces
store extracted
packets
L
list &
download
jobld/*
Merge
S3 Bucket
™ Ny

pcap-extractor

|<—final result:

jobld.pcapng




